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DEPARTMENT OF THE AIR FORCE

AIR FORCE HISTORICAL RESEARCH AGENCY
MAXWELL AIR FORCE BASE, ALABAMA

19 February 1999
Ref: 099-263.db
FOIA 99-044
HQ AFHRA/RSA
600 Chennault Circle

Maxwell AFB AL 36112-6424

Dale Goudie .~ ... -~ -~
~ADDRESS DELETED

By CUFOM -~
Mr Goudie,

Thank you for your inquiry. As I said in my response to your previous FOIA, we
do not maintain a regulation archive here, and did not have the regulation for which you
asked. The enclosed copy is from the Air University library.

Since both FOIAs were dated 23 January, I have provided you the document rather
than referred the request to AU. Nevertheless, for subsequent obsolete AF regulation
requests, please be aware that the Air University is a separate government agency entirely,
and therefore any correspondence requesting documents under its control should be
addressed to them.

Good luck with your research.

Sincerely,

DAVID A. BYRD, MSgt, USAF
Inquiries Branch

Atch: AFR 205-1, “Security,” 15 Dec 53
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SECTION T-—GENERAL PROVISIONS

1. Purpose and Scope:

a. This Regulation preseribes policics and
procedures for identifying, classifving, aud pro-
tecting official information which reonires safe-
guarding in the interests of the defense of the
United States. It applies throughout the Alr
Force The requirements of this Regulation are
in accord with the provisions of Esxccutive Order
10501, “Safeguarding Official Information in the
Intercsts of the Defense of the United States,”
dated 5 November 1953, contained mn AT Bul 23,
qu)u

b. This Regulation applies to classified in-
formation as defined in paragraph 2b, and the
termns “classified defense information,” “classi-
fied information,” “classified matter,” “classified
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material,” “defense ¢ defense cate-
gory.” “classify,” “declassify,” “upgrade,” and
“downgrade” as used in this chul'mon apply or
relate only to official information which requires
safeguarding In the interests of the defense of the
TUnited States.

2. Definitions. For the purpose of this Regu-
lation the following definitions will &pply:

a. Atomic Energy “Restricted Data”—As
defined by Public Law 585, 79th Congress
(Atomic Energy Act of 1946), mesans all data
concerning the manufacture or utilization of
stomic weapons, the production of fissionable
material, or the use of fissionahle material in the
nroductlo*a of power, but shall not include any
data which the Atomic Energy Commission from
time to time determines may bhe published with-




out adversely affecting the common defense and
security.

b. Classified Defense Information—Official
information the safeguarding of which is neces-
sary in the interests of national defense, and
which is classified for such purpose by appropri-
ate classifying authonty.

¢. Classify—To assign information to one of
the three classification categories after deter-
mination has been made that the information re-
quires the protection provided by this Regula-
tion.

d. Communications Security—The protec-
tion resulting from all measures designed to deny
to unauthorized persons information of value
which might be derived from communications.

e. Declassify—To remove the classification.

{. Document—Any recorded information re-
gardless of its physical form or characteristics.
Includes, but is not limited to, the following: All
written material, whether handwritten, printed,
or typed; all painted. drawn, or engraved mate-
rial; all sound or voice recordings; all printed
photographs and exposed or printed film, still or
motion picture; and all reproductions of the fore-
going, by whatever process reproduced.

g. Downgrade—To assign a lower classifi-
cation than that previously assigned.

L. Foreign Nationals—All persons not eitl-
zens of the United States, and all citizens of the
United States who are acting either in the United
States or in a foreign country as representatives,
officials. or emplovees of a forcign government,
firm, corporation, or individual.

i. Information—Tnowledge which ean be
communicated, cither arally or by means of ma-
terial.

document, product, or
hich information may be

j. Material-—Anx
substance on or in -
recorded or embodicd.

k. Materiel—Any article, product, sub-
stance, or apparatus irom which infermation may
be obtained. It comiyrises military armms, arma-
ment, and cquipment. both complete and in proc-
ess of rescurch, development, experimentation,
and construction, and includes elements, com-
ponents, accessories, models, fixtures, mockups,
jigs, and dies associated therewith.

1. Munitions of TWar—Any and all 1tems re-
quired for war, including food and all other
supplics and equipment, but excluding man-
power.

n. Numbered Document—Any nonregistered
document to which, for administrative reasons,
a number is assigned for bookkeeping or refer-
ence purposes only.
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n. Primary Interest—Primary interest in
any military information is in the headquarters
or agency which originated or originally classi-
fied it, or which within any chain of command
is charged with control or jurisdiction over the
information or current types of information simi-
lar thereto.

o. Registered Matter—Any material to
which a copy number is assigned and which is
accounted for at prescribed intervals and upon
specified occasions. It does not, however, include
documents to which, for administrative reasons,
a number is assigned for bookkeeping or refer-
ence purposes only.

p. Research and Development—Applies, as
far as a particular project is concerned, to an
item in the process of being created for use by
the Department of the Air Force. Research and
development ceases with the creation of an item
that has passed service tests, is adaptable to
production, and is adopted by the Department of
the Air Foree in accordance with applicable regu-
lations.

q. Security—The protected condition of clas-
cificd matter which prevents unauthorized per-
sons from obtlaining information of direct or in-
dircet military value. It is a condition resulting
from the extablishment and maintenance of pro-
tective measures which insure a state of inviola-
bility from hostile acts or influences.

r. Short Title—A designation applied to a
classified document, project. materiel, or device
for purposes of security and brevity. Tt consists
of fignres, letters, words, or combinations thereof.
without giving any information relative to classi-
fieation or content of the dorument, project, ma-
teriel, or device. It may include, for example.
the first letier of cach word of the subjeet of 2
document,

s. Teclnical Informatiomi—That which ap-
nlies to data coneerning munitions and cquip-
ment, enginecring performance, instructions on
maintenance and operation. wnd anv deseriptive
matter or components thereof.  This includes
means of operation, manufacture, use, techniques,
and processes.  Information pertaining to the
various sciences which may be employved directly
or indirectly in warfarc is also so classed. Data
of a strategic or tactical nature are specifically
excluded from the meaning of this term.

t. Theater of Operations—A term used to
designate that portion of a theater of war neces-
sary for military operations, either offensive or
defensive, pursuant to an assigned mission, and
for the administration incident to such military
opcrations, Theater limits are usually desig-
nated by competent authority. An inactive the-
ater of operations is one in which organized
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enemy resistance has ceased. Normally, com-
petent authority will announce when a theater
of operations becomes inactive.

u. Travel—The movement of an individual
who is not part of a unit or troop movement.

v. Unit—An organized group of personnel
with its authorized organizational impedimenta.
Organized detachments, even though temporarily
organized as such for the purpose of the move-
ment, are considered units when organizational
impedimenta are authorized for them. When a
code designation such as a shipment number is
assigned to a troop movement, each unit therein
is normally designated by shipment number and
letter.

w. United States—In a geographical sense,
includes the Canal Zone and all territory and
waters, continental or insular, subject to the
jurisdiction of the United States. When used in
this Regulation, the term “continental United
States” means the 48 States and the District of
Columbia.

x. Upgrade—To assign a higher classifica-
tion than that previously assigned.

3. Need for Classification:

a. Eramination. Military information is of
varying degrees of value to foreign governments
and encmy forces and thercfore requires corre-
sponding degrees of protection. Official informa-
tion must be examined, evaluated, and, if safe-
guarding is necessary in the interests of national
defense, classified in accordance with the degree
of protection necessary for its safeguarding.
Since the value of military information is subject
to change, it must be examined {rom time to time
and classified, upgraded, downgraded, declassi-
fied, or retained in its existing eategory in accord-
ance with current conditions.

h. Classification Categories. Official infor-
mation which requires proieetion in the interests
of national defense will be limited to three cate-
gories of classification, which in descending order
of importance, carry one of the following desig-
nations:  “TOP SECRET,” “SECRET,” or
“CONFIDENTIAL.” No other designation will
be used to classify defense information, including
military information, as requiring protection in
the interests of national defense, except as ex-
pressly provided by statute. The provisions of
section IT of this Regulation constitute rules for
classifying items or types of information by cate-

gory.
4. Responsibility:
a. Command:

(1) Under the direction of the Secreiary
o1 the Alr Force, the Chiel of Stafi,

(2)

(3)

(4)

(5)

USAF, exercises control over all poli-
cies relating to the safeguarding of
classified information.

The Inspector General, USAF, is re-
sponsible for supervision of security
training and orientation programs
within the Air Force, and for estab-
lishing adequate and active inspection
programs to the end that the provi-
sions of this Regulation are admin-
istered effectively.

The Director of Intelligence, Head-
quarters USAT, is responsible for the
development, promulgation, and im-
plementation of Air Force policy re-
lating to the disclosure of classified
military ‘information to foreign gov-
ernments and their officially sponsored
representatives.

Each commander (and other person
exercising similar authority) is re-
sponsible for the preparation and ex-
ecution of detailed programs for safe-
guarding classified information, docu-
ments, and materiel within his control
or jurisdiction. This responsibility
includes such accountability proce-
dures as are necessary to control
effectively the dissemination of clas-
sified defense information, with par-
ticularly severe control on material
classified TOP SECRET under this
Regulation, consistent with the poli-
cies and specific requirements pre-
seribed in this Regulation. The com-
mander will issue such supplementary
dircctives or instructions concerning
the preparation, classifying, declassi-
fving, dissemination, reproduection,
and safeguarding of classified infor-
mation and material as requirements
of his headquarters, command, unit,
or other activity may dictate, includ-
ing the necessary assignment of ap-
propriate responsibility to subordi-
nates for specific staff actions. He
will also require that timely consider-
ation be given the provisions of this
Regulation, in connection with the ini-
tiation, development, or implementa-
tion of all plans, programs, or projects
regardless of type, scope, or priority.
Responsible staff officers will be re-
quired to prepare a security annex in
the form of a separate paragraph, sec-
tion, or appendix, or an annex for
inclusion in all documents containing

- +imria ITny Savmend ot 2l e i
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(6)

(7)

(8)

pex will include, as appropriate,
specific guidance concerning, but not
necessarily limited to, dissemination
of the information in its entirety and
the various elements thereof, classify-
ing documents based upon selected
portions of the information if prep-
aration of such documents is author-
ized, and future downgrading or
declassification of the elements of the
plan, program, or project involved.

Commanders and other persons exer-
cising similar authority will maintain
active training and orientation pro-
grams within their command or juris-
diction for all concerned with classi-
fied defense information, to impress
each such person with his individual
responsibility for exercising vigilance
and care in complying with the pro-
visions of this Regulation.

Commanders and other persons exer-
cising similar authority will insure
that military and civilian personnel
under their command or jurisdiction
are properly indoctrinated regarding

~their responsibility for the safeguard-

ing of classified information, and, also,
upon separation from the service or
teymination of employment, regard-
ing their continuing responsibility in
this connection. Specific debriefing
will be accomplished, upon separation
from the service or termination of
employment, for those military and
civilian personnel who have had ac-
cexx 10 war plans, Atomic Energy ‘re-
stricted data,” important research and
development projects, or other par-
ticularly eensitive areas of informa-
tion as determined by the commander
coneerned or as prescribed by higher
aunthoritv.  As a minimum require-
ment, all personnel will be informed
of the contents of the attachment to
{Liz Regulation, “Notice to All Per-
sonnel.”” The attachment may be re-
produced locally for this purpose and
should be modified and expanded as
necessary to apply to local conditions
and to selected groups of persons ac-
cording to duty assignment.

A commander may delegate within
his headquarters the performance of
security control functions charged to
him in this Regulation, but responsi-
bility for the safeguarding of classi-

fied inferrration within his command

control or jurisdiction remains with
and rests upon him.

b. Individual:

(1) The responsibility for the protection
and accountability of classified infor-
mation rests upon each individual in
the Department of the Air Force hav-
ing such information or knowledge
thereof, no matter how that informa-
tion or knowledge was obtained or
developed.

(2) All military and civilian personnel

%ill familiarize themselves with and

adhere to the provisions of this Regu-

lation and all other regulations which
apply to them in the performance
of their duties and which are issued to
protect classified information. It is
the sum total of all elements of secur-
ity policy applied by-every person to
his individual and official actions, re-
gardless of position or grade, which
results in adequate security of classi-
fied information and the military
operations and other activities to
which that information pertains.

(3) Every person who signs or otherwise
approves any document will insure
prior to signature or other approval
action, that:

(a) The correct classification is as-
signed to it, if protection is nec-
essary.

(b) All applicable provisions of this
Regulation have been complied
with regarding the preparation,
handling, and proposed distribu-
tion of the document if it con-
tains classified information.

(¢) Any instructions contained in the

document do not require or au-’

thorize an action which will result
in a violation of the provisions
of this Regulation.

5. Accountability and Dissemination of
Classified Information:

a. General. No person is entitled to knowl-
edge or possession of, or access to, classified in-
formation solely by virtue of his office or position.
Knowledge or possession of classified defense
information will be permitted only to persons
whose official duties require such access in the
interest of promoting national defense and only
if they have been determined to be trustworthy.
Possession or use of classified defense information
w311 be limited to locations where prescribed
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facilities for secure storage or protection thereof
are available,

b. Discussion and Access. Classified infor-
mation will not be discussed either in public or
in private with or in the presence or hearing
of unauthorized persons, and the latter will not
be permitted to inspect or have access to such
information.

¢. Determination of Requirement for Access.
Responsibility for determining whether a person’s
official military or other governmental duties re-
quire that he possess or have access to any ele-
ment or item of classified information and
whether he is authorized to receive it rests upon
the individual who has possession, knowledge,
or command control of the information involved
and not upon the prospective recipient. How-
ever, the individual who has possession, knowl-
edge, or command control of the information will
not disclose it or permit access thereto unless he
is authorized to do so pursuant to the provisions
of this Regulation. These principles apply
equally if the prospective recipient is an organi-
zational entity.

d. Command Conirol. A commander will
presceribe the dissemination to be made of ¢lassi-
fied information originated or developed within
his headquarters or unit or received within his
control, subject to all of the applicable provisions
of this Regulation and such separate instructions
as may be issued by higher authority concerning
limitations on, or requirements for, the dissemi-
nation or distribution of specific items of material
or information. Proper econtrol of dissemination
of classified defense information shall be main-
tained at all times, ineludinz good accountability
records of classified defeuze information docu-
ments, and severe limitation on the number of
such documents originated as well as the number
of copies thereof reproduced. The number of
copies of classified deferzc information docu-
ments will be kept to a minimum to decrease the
risk of compromise of the information contained
in such documents and the financial burden on
the Government in protecting such documents.
Whenever speeifie imitations. additional to those
preseribed in this Regulation, regarding the re-
production in whole or in part or further distri-
bution or dissemination oi classified matter by
recipients are considered necessary by originat-
ing authorities, appropriate instructions will be
included thereon or in the text. The registered
documents system prescribed in section IV should
be utilized, where practicabie, to insure security
control of documents of continuing importance.

e. Automatic Distribution and Dissemina-
tion. Regulations and other directives which
are intended to provide for or authorize auto-

&

matic distribution of documents or dissemination
of information will not be made applicable to
classified information unless it is determined
that the proposed distribution or dissemination
of such classified information as may be involved
is necessary and is authorized in accordance
with all applicable provisions of this Regulation.
Normally, automatic distribution of classified’
information outside the Department of Defense
will not be authorized.

i. Information Originating in an Agency
Other Than Department of Defense. Classified
defense information originating in an agency
outside the Department of Defense will not be
disseminated outside the Department of the Air
Force without the consent of the originating
agency, except as otherwise provided by Section
102 of the National Security Act of July 26,
1947, c. 343, 61 Stat. 498, as amended, 50 U. S. C.
sec. 403. (See paragraph 7e¢ for instructions
concerning reproduction of TOP SECRET and
SECRET documents originated by an agency
other than the Air Force.)

g. Special Subjects and Categories. Addi-
tional specific instructions regarding the dis-
scmination of the following types and categories
of information are contained in the paragraphs
indicated:

(1) TOP SECRET information — para-
graph 29.

(2) Cryptomaterial—paragraph 50d.

(3) Atomic Inergy “restricted data” —
paragraph 58.

h. Requests. In accordance with the prinei-
ples of instructions promulgated by the Scere-
tary of Defense, a request for classified material
will not be made by any individual unless he has
a clear, official requirement for knowledge or
possession of such material, and no request will
be honored hy any commander or other person,
regardless of the grade or position of the re-
quester, unless the validity of the request has
been fully established on the basis of policy
preseribed in this Regulation.

6. Limitations on Authority To Dissemi-
nate:

a. To Department of Defense and Inter-
departmental Activities. Subject to the policy
set forth in paragraph 5 and all other applicable
provisions of this Regulation, originating head-
quarters or offices, or higher authority in the
same chain of command as the originator, are
authorized to release Air Force classified infor-
mation to other activities and agencies within
the Department of Defense and to officially con-
stituted interdepartmental aectivities with Ajr
IForce membecrship in accordance with established




military channels with respect to correspondence
with such agencies or activities. (For additional
instructions relating to the Armed Services Tech-
pical Information Agency, see AFR 205-43.)

b. To Civilian Activities:

(1) General. Subject to all other limita-
tions prescribed in this Regulation,
classified information of primary in-
terest to the Air Force, including that
originated by an Air Force contractor,
may be released as set forth herein-
after, to private individuals, firms,
corporations, organizations, and State
or Federal agencies (other than De-
partment of Defense) provided that
possession of the information by these
persons or agencies is required in the
interest of promoting national defense
and they have been determined to be
trustworthy.

(2) Special Prouvisions:

(a) Classified information will not be
released to any individual. activ-
ity, or agency outside the Execu-
tive Branch of the Government
prior to obtaining adequate as-
surance from the prospective re-
cipient that the informarion or
material will be handled and
safeguarded in a manner at least
equivalent to all perfinent re-
quirements prescribed in this
Regulation. (See also (f) below.)

(b) Particular care must be taken
to release only such individual
items of eclassified informuation or
portions of classified documents,
as the case may be, as are nee-
essary to accomplish the purpose
for which release is made.

{¢) Information will not be recleased
if such release would violate any
commitment made by the. Ailr
Force in obtaining it.

{d) Individual or corporate rights
originating in the information,
whether patented or not, will be
respected. Privately owned in-
formation will not be released
without the consent of the owner.

(e) A receipt will be obtained when
documents classified TOP SE-
CRET or SECRET are released
to persons or activities referred
to in (1) above. A receipt may
also be obtained for CONFI-
DENTIAL documents released

10 suech persons or activiiies

(3)
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whenever the sender deems it
NeCessary.

(f) When TOP SECRET informa-
tion is released to any person,
activity, or agency outside the
Department of Defense, the re-
cipient will be advised that, as a
condition of release, all persons
who have access to the material |
shall be identifiable at all times
and that reproduction of such
matter shall be made or approved
only as indicated thereon.

(g) The authority that releases TOP
SECRET matter to any person,
activity, or agency outside the
Department of Defense will
promptly notify the office of
origin.

Military and Reserve Personnel. For

the purpose of this Regulation, mili-

tary personnel on active duty, mili-

tary personnel in retired status, and

members of the Reserve Forces who
request access to classified informa-
tion for personal or commercial pur-
poses will be considered “private indi-
viduals” in accordance with policy
promulgated by the Departiment of
Defense.

c. Action on Requests. All requests for
classified information from persons or agencies
referred to in b above and all proposals originat-
ing within the Air Force to release classified
information to such persons or agencies will he
forwarded for necessary action to the Chief of
Staff, Headquarters USAF, Washington 25, D. C,,
except as otherwise hereinafter set forth:

(1)

(2)

Congressional Requests. All requests
by the Congress, its committecs, or
members for classified information
will be referred to the Director, Office
of Legislative Liaison, Office of the
Secretary of the Air Force. Washing-
ton 25, D. C. (See also AFR 11-7.)
Testimony Before Committees of the
Government. Wlhencver a  person
under the jurisdiction of the Depart-
ment of the Air Force appears before
a committee of the Congress or execu-
tive commission, board, committee,
or similar group in either executive or
public session, and is called upon to
give testimony which includes infor-
mation classified TOP SECRET, SE-
CRET, or CONFIDENTIAL, he will
not divulge the information unless he
has been authorized by the Secretary
of the Air Foree 1o do so. The Secre-
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(3)

(4)

tary of the Air Force may, {rom time
to time, authorize certain officers or
other persons to disclose such infor-
mation without his specific prior ap-
proval. Any person, when called
upon to testify, will immediately en-
deavor to obtain necessary authority
from the Secretary of the Air Force to
divulge information which he antici-
pates will be desired. If he does not
have the authority to give such infor-
mation, he will respectfully state to
the committee that he is not author-
ized to disclose the information de-
sired and that he will endeavor to ob-
tain the necessary authority. When a
person is requested to give testimony,
including information classified TOP
SECRET, SECRET, or CONFIDEN-
TIAL which he has been authorized
by the Secretary of the Air Force to
give, he will respectfully request that
the testimony be given in erecutive
session only and not appear in the
record of hearings, the Congressional
Record, or other document open 1o
public inspection.

Litigation. Requests or subpoenas
for classified information, including
documentary material, to be used in
connection with pending or prospec-
tive litigation are governed by the
provisions of AFR 110-5, subject to
the provisions of policy prescribed in
b above.

Activities Involving Industrial Mo-
bilization. Applications for informa-
tion or rccords originated at the re-
quest of the Department of the Air
Foree for its use in connection with
the mobilization of materiel .and in-
dustrial organizations essential to
wartime needs will be referred for
necessary action to the Under Scere-
tary of the Air Force. The service
of any process or subpoena for the
production of any such record will be
reported immediately by the person
on whom it is served to the United
States Attorney for the district m
which the service is made, and, at the
same time, directly to the Under Sec-
retary of the Air Force. Pending
instructions from the Under Secretary
of the Air Force, the requested infor-
mation will not be furnished.

Contractors and Prospective Con-
tractors:

(a) The release of clascified infor-

mation to contractors or prospec-
tive contractors is the responsi-
bility of the commander of the
major air command who has
supervision or control over the
contractor or responsibility for
procurement of the materiel, sup-
plies, or services that will be
produced, supplied, or furnished
by the prospective contractor.
Only such classified information
as is required by a contractor or
prospective contractor for the
performance of specific contracts
or the preparation of specific bids
or quotations will be released,
subject to (b) below and all other
applicable provisions of this Reg-
ulation.

(b) Classified information will not
be released or disclosed to a con-
tractor or prospective contractor
-until after a security agreement
is signed by the individual or by
a responsible officer on behalf of
the firm or corporation concerned,
an appropriate security survey is
made of the facility, and a facil-
ity security clearance is granted.
(See AFR 205-9 for detailed in-
structions.)

(6) General Authority of Commanders,

Major Air Commands. Subject to b
above, (3), (4), and (5) above, and
all other applicable provizions of this
Regulation, commanders of major air
commands may release or authorize
the release of classified information,
exeept TOP SECRET information, to
departments and agencies of the Ix-
ceutive braneh of the Federal Gov-
crnment and to manufacturers and
their representatives, engineers, in-
ventors, and other persons actually
cooperating in Department of the Alr
Torce work and having a legitimate
Government  interest therein, pro-
vided:
(a) The information originated within
and is of primary interest to the
major air command concerned. -

(b) Coordination or cooperation with
the Federal agency involved is
necessary to accomplish the mis-
gion of the major air command
concerned.

(c) The following categories and
types of information are not re-
leased: War plang, proposed poli-




. To
(1)

(3)

cies under consideration by the
Air Force, intelligence, Atomie
Energy “restricted data,” erypto-
graphic information, and infor-
mation received from or of joint
interest to an agency or activity
outside the Department of the
Air Force unless the release is
approved by such agency or ac-
tivity.

(d) Documents originated by higher
authority are not released with-
out approval of the higher au-
thority.

Foreign Nationals:

General. The release or disclosure of
classified information to foreign na-
tionals (other than immigrant aliens
referred to in (5) below) or to foreign
governments and their officially spon-
sored representatives will be made
only in accordance with poliev and
procedures promulgated in separate
instructions by the Chief of Staff,
USAF, to commands and offices con-
cerned.  Except as otherwise specifi-
eally authorized in writing to inter-
csted commands and offices, all re-
quests received from foreign nationals
or from foreign governments or their
officially sponsored representatives for
classified information and all pro-
posals originating within the Depart-
ment of the Air Force to disclose such
information to them will be forwarded
for necessary action through military
channels to the Chief of Staff, USATY.
Requests so forwarded will ielude
the detailed comments and recom-
mendations by each commander as te
whether the information should be

disclosed.

Additional Requirements. In addition
to the provisions of zeparate instrue-
tions referred to in (1) ahove. the
provisions of paragraph 5 and those
set forth in b(2) above are cqually
applicable and will be complied with
strictly if classified information is
released to a foreign government or
foreign national.

Attachment and Official Visits. Only
the Chief of Staff, USAF (Dircctor of
Intelligence), is authorized to make
commitments to receive foreign na-
tionals at Air Force installations,
facilities, or other activities as visitors
for official purposes, as observers or

(4)

(1)

(2)
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students, or for training or liaison
purposes. The Chief of Staff, USATF,
will issue the necessary letter orders
or other instructions in writing to
the commander concerned, attaching
foreign nationals to specific courses
or units or authorizing official visits
as may be appropriate. Personnel at-
tached to an installation may visit
another installation whenever neces-
sary in the authorized course of in-
struction or performance of assigned
duty upon approval of the commander
of the installation to be visited.

Disclosure of Information by Com-
manders. Authority to disclose mili-
tary information to accomplish the
purpose of the attachment or visit of
each foreign national will be ineluded
in detail in the orders or other written
instruetions to cominanders con-
cerned. Such instructions will be as
specific as possible concerning defense
classification category and subject
matter. Commanders will take posi-
tive measurcs to restrict access to
military information by foreign na-
tionals to that specifically authorized.
Immigrant Aliens. Except as may be
olherwise limited in separate dirce-
tives, an alicn who is in the United
States under an immigration visa for

permanent residence may be permit-

ted to recelve, or have access to, clas-
sifted mmformation in accordance with
the provisions of this Regulation and
other regulations relating to person-
nel seeurity elearances on the same
basis as citizens of the United States.

¢. Restrictions on Release of Certain Infor-
mation or Sale of Material:

General. The domestic sale, the di-
valging of information in connection
with negotiations for foreign sale, and
the foreign manufacture of items of
Air Yorce, Army, and Navy materiel
and cquipment are not permitted un-
less the Departiments of the Air Foree
(Deputy Chief of Staff, Materiel,
Headquarters USAF), Army, and
Navy are agreed that military secrecy
is not compromised thereby.
International Traffic tn Arms:

(a) The State Department adminis-
ters international traffic in arms
and 1military materiel coming
within the scope of the Regula-
tions Governing the Internuiional

g
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Trafic in Arms, Ammunitions,
and Implements of War and
Other Munitions of War.

(b) The State Department will not
release for foreign sale any item
coming within the scope of the
above mentioned Regulations
until the Departments of the Air
Force (Deputy Chief of Staff,
Materiel, Headquarters USAF),
Army, and Navy have stated
that there is no objection to the
release on grounds of secrecy af-
fecting the national defense.

7. Preparation, Reproduction, and Photo-
graphing of Classified Matter:

a. General. Subject to the specific limita-
tions set forth and referred to below, classified
matter will be prepared initially, copied, photo-
graphed, or otherwise reproduced only when nec-
essary to satisfy actual military or other official
governmental requirements. The number of such
documents originated as well as the number of
copies thercof reproduced will be severely lim-
ited.

b. Registered Docwments. TFor specific in-
structions regarding preparation and limitations
on authority to reproduce registered noncrypto-
graphice or registered cryptographic documents of
any classification, or parts thercof, see para-
graphs 42 and 49, respectively.

¢. TOP SECRET and SECRET Informa-
tion Originating i an Agency Other Than the
Air Force. Documents originated within a de-
partment or agency of the Executive Branch of
the TFederal Government, other than the Air
Torce, which contain information classified TOP
SECRET or SECRIET, will not be reproduced
without the consent of the originating department
or agency. This restriction applies to nonregis-
tered documents as wcll as registered documents.
Documents originated by a contractor to & de-
partment or agency will be considered as having
been originated within the contracting depart-
ment or agency.

d. TOP SECRET Informalion Originating
in the Air Force. TFor additional instructions
regarding preparation and limitations on repro-
duction, see paragraph 29.

e. Effect of Limitations Imposed by Origi-
nators. In addition to the limitations referred
to above, when the originator of any document
includes instructions therein or issues insiruc-
tions pertaining thereto which require approval
of the originator before the document mayv be
reproduced, the document will not be copied, pho-
tographed, or otherwise reproduced in whole or
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in part without approval of the originator or
higher authority in the same chain of command
as the originator.

{. Procedures:

(1) The preparation and reproduction of
classified matter will be performed
under careful control and strict super-
vision at all times. The person re-
sponsible for directing or supervising
the work will insure that all persons
concerned are informed as to their
responsibility for safeguarding the in-
formation involved and for the proper
handling of copies of the material
produced, manuscripts, notes, type,
carbon, plates, stencils, exposed film
(developed or undeveloped), and
waste incident to the preparation or
reproduction.

(2) Photographs or similar reproduction
of classified equipment, documents, or
any other classified information is
prohibited, except as may be made
by persons specifically directed or au-
thorized by proper authority. Limi-
tations preseribed in this Regulation
on authority to make copies of classi-
fied matter apply equally to the pho-
tographing of such material and to
the reproduction of classified photo-
graphs. ,

(3) Subject to the applicable provisions
of paragraph 6 concerning the release
of classified information, classified
matter, except TOP SECRET, may
be printed, developed, or otherwise
processed or reproduced in commer-
cial facilities if adequate Government
facilities arc not available.

8. Storage of Classified Matter:

a. General. The possession or use of classi-
fied defense information or material will be lim-
ited to locations where facilities for secure stor-
age or protection thereof are available by means
of which unauthorized persons are prevented
from gaining access thereto. Classified mforma-
tion, including classified materiel, not in actual
use by or under direct observation of an author-
ized person located in the same room or enclosure
will be stored in accordance with the provisions
of this paragraph. '

b. TOP SECRET ond Registered Matter.
Except as specifically provided in g below for
registered cryptomaterial, TOP SECRET and
all registered matter will be protected in storage
by the most secure facilities possible as herein-
after set forth:




(1) Normally, such matter will be stored
in a safe, steel file cabinet. or other
safe-type steel file container having
a three-position, dial-tvpe combina-
tion lock, and being of such weight,
size, construction, or installation as
to minimize the possibility of surrep-
titious entry, physical theft, damage
by fire, or tampering.

(2) In lieu of such a container the matter
may be stored in a secure vault-type
room or vault which affords compar-
able or better protection and is ap-
proved for such use by the commander
of the installation, provided that the
room or vault is kept securely locked
when not in use. Such approval will
not be construed to relieve the custo-
dian of any responsibility for the se-
curity of the classified matter.

(3) 1f the foregoing safeguards are not
available, matter so classified will be
kept under close surveillance of an
armed guard.

/-,@SECRET and CONFIDENTIAL Mat-
ter. In addition to thie means preseribed ahove,
including protection by armed gnards, informa-
tion classified SECRET or CONFIDENTIAL,
and not registered, may also be stored in steel
file cabinets equipped with a steel lockbar and
an approved three-position combination dial-
type padlock from which the manufacturer’s
identification numbers have been obliterated.

d. Other Classified Material. Malerial orig-
inating under statutory provisions requiring pro-
teetion of certain information vil! he protected
in storage by means preseribed above. as appro-
priate.

e. Access to Storage Contairers. Unauthor-
ized persons will not be permitied neeess to clas-
sified information in storage. Saiez and other
containers in which eclassified information 1s
stored will habitually be kept locked when not
under the direct observation of & person locuted
in the same room who is officially entrusted with
the combination or the contents,

-

f. Safe Combinations:

(1) Safe combinations and combination
padlocks used to lock containers hold-
ing classified information will be
changed (only by persons having ap-
propriate security clearance) at least
ONCe eVery year; wienever a person
knowing the combination is relieved,
transferred, or discharged; when a
safe is first brought into an office;
when the combination Las Leen sub-
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jected to compromise; and at such
other times as is deemed necessary.

(2) Only & minimum number of author-
ized persons, consistent with operating
requirements, will possess the com-
bination to storage containers. Com-
manders may, however, provide for
the recording of safe combinations
in sealed envelopes or other sealed
wrappers and the central filing thereof
in the custody of specifically desig-
nated persons so that authorized indi-
viduals may have access to the
storage containers in emergencies.

(3) Safe combinations will be given a
classification equivalent to the classi-
fication of material normally stored
in the safe.

g. Special Measures for Storage of Registered
Cryptomaterial:

(1) Certain registered cryptomaterial
must be kept under armed guard at
all times as prescribed in separate di-
rectives. All other registered crypto-
material will be stored in a vault with
a three-position dial-type combina-
tion lock door or in an equally secure
steel safe or safe file cabinet of a
weight sufficient to minimize the pos-
sibility of its physical removal; other-
wise, the material must be kept con-
stantly under armed guard.

(2) Except in emergencies referred to in
f(2) above, only the custodian of
registered eryptomaterial or other ap-
propriately ecleared persons speeii-
ieally designated by him will be per-
mifted to huve knowledge of the com-
hination to the storage space or will
have naccess {o the cryptomaterial
therein.

(3) The storage space containing regis-
tered ervptomaterial will be Lkept
Jocked with the full combination when
not under the direet supervision’ of
appropriately cleared personnel.

(4) As far as practicable, classified keying
materials will not be stored in the
same safe as the instructions, classi-
fied cipher machines, or devices to
which they apply. This restriction
does not apply to a vault used exclu-
sivelv for the storage of registered
cryptomaterial.

h. Combat or Combat-Related Operations.
In combat or combat-related operations, actual
or simulated, the commander of the unit con-
cerned will insure that all classified documenis
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are given the maximum security possible under
the circumstances. Classified documents will not
be taken farther forward in combat areas, by
surface means or by air, than is absolutely neces-
sary.

i. Daily Inspection:

(1) All persons who hold or otherwise
have custody of classified material
will accomplish the necessary inspec-
tions within their respective areas to
insure that all procedural safeguards
prescribed by this Regulation are
taken to protect such material at all
times. Persons who hold or other-
wise have custody of registered docu-
ments or material will also make an
inspection at least once each day to
determine whether all such documents
and devices are properly accounted
for.

(2) In each headquarters or unmit. indi-
viduals will be designated specifically
to make inspections on a room or area
basis at the end of, or after, normal
duty hours each day to insure that
all elassified material has been prop-
crly stored and that all locking de-
vices are secure.

9. Destruction of Classified Matter:

a. Authority. Competent authority to au-
thorize or direct destruction is set forth in AFM
181-5.

b. Pulping as a Method of Destruction. Sub-
ject to standardization, authorization, and avail-
ability of a pulping machine, the commander
of a headquarters or unit may authorize pulp-
ing as a mecthod of destroying classified docu-
ments within his jurisdietion or control. Com-
manders who authorize the destruction of elassi-
fied documents by reduction to pulp will issue
detailed instructions {or the proper zafeguarding
of the material prior to and during destruetion
and for the inspection of the pulping process to
insure that destruction of all classified informa-
tion is completc. '

¢. TOP SECRET, SECRET, and All Regis-
tered Documents Except Cryptographic. Docu-
ments whose destruction is authorized or directed
will be burned, or, subject to the provisions of b
above, completely reduced to pulp by their cus-
todian or by an officer designated by the com-
mander responsible for their custody. They will
be burned or reduced to pulp in the presence of
a witnessing officer. A certificate indicating date
of destruction and identifving the documents will
be executed and signed by both the destroying
and witnessing officers and forwarded 1o the of-
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ficer authorizing or directing the destruction.
Copies of certificates of destruction will be re-
tained by the headquarters or office having cus-
todial responsibility for the documents.

d. CONFIDENTIAL Nonregistered Docu-~
ments. When destruction is authorized or di-
rected, CONFIDENTIAL nonregistered docu-
ments will be burned or, subject to the provi-
sions of b above, completely reduced te pulp
by the custodian thereof or by an officer desig-
nated by the commander responsible for their
custody. Certificates of destruction and witness-
ing are not required unless so directed by the
authority directing the destruction.

e. Accountability Records. Appropriate ac-
countability records maintained by the head-
quarters or office having custodial responsibility
will reflect the destruction of classified defense
material, except for classified waste referred to
in { below.

f. Classified Waste. Preliminary drafts, car-
bon sheets, plates, stencils, stenographic notes,
work sheets, and similar items containing TOP
SECRET, SECRET, or CONTIDENTIAL mat-
ter will be destroved by the person responsible
for their production immediately after they have
served their purpose, or will be given the same
classification and safeguarded in the same man-
ner as the material produced from them. Such
matter will be destroyed in accordance with the
above provisions, except that certificates of de-
struction and witnesses are not required.

g. Classified Materiel. When competent au-
thority dircets the destruction of a classified ar-
ticle of matericl or a component thereof, the fol-
lowing procedures will apply:

(1) The custodian thereof will remove all
classified components and destroy
them by burning or by mutilation in
the presence of a witnessing officer.
The balance of the materiel will then
be processed in accordance with exist-
ing regulations for the disposition of
serviceable property, or for salvage.

(25 If the above is not practicable, the
custodian will destroy the entire ar-
ticle of materiel by burning or by mu-
tilation in the presence of a witnessing
officer.

(3) In cither case, the certificate of de--

struction will be signed by both the
custodian and the witnessing officer
and submitted to the officer directing
the destruction.

h. Special Measures for Destruction of Reg-
ietered Cryptomatertal:




(1)

(2)

(3)

Regularly superseded cryptomaterial
carries instructions for its destruction
on a specified date. Other cryptoma-

terial will be destroyed upon notifica-

tion by the office of origin.

Cryptographic documents will be de-
stroyed by burning or, subject to b
above, by reduction to pulp.

Routine destruction will be performed
by the custodian and one other wit-
nessing officer. They will be present
during destruction and will sign the
destruction report upon completion of
the destruction. The witnessing of-
ficer need not be cleared for crypto-
graphic duties, provided that his in-
spection of the cryptomaterial is eon-
fined to the cover page of documents.
Extreme caution will be taken to pre-
vent any current or reserve materials
from being included and inadvertently
destroyed. Care will be taken to pre-
vent legible scraps or recognizable
parts remaining in the incinerator, the
pulping machine, or at the site of the
ddstruction,.

1. Emergency Destruction:

(1)

(2)

Within Areas. Commanders will make
and maintain current plans for the
emergency destruction or safe re-
moval of all classified material under
their jurisdietion, custody, or control
should civil disturbances, disaster, or
enemy  action require such action.
Field commanders will include specifie
mstructions in standing operating pro-
cedures for the emergency destruction
of all TOP SECRET, SECRET, and
CONFIDENTIATL matter. Detailed
mstructions relating to emergency de-
struction of registered ervpromaterial
are contained in USAF Security Serv-
ice Publication SSG-61.

In Transit. Persons carrying or ac-
companyving classified matter in {ran-
sib will destroy the material by burn-
mmg if foreed down in an aircraft,
shipwrecked, or stranded for any
other reason, including vehicular and
railway accidents, and it appears un-
likely that the material can be prop-
erly protected. If notsubject to burn-
ing, the material will be destroyed by
such other means as are necessary to
render recognition impossible. If the
emergency oceurs atb sea and no better
method of destruction can he found,

the material may be sunl by the most
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practical method. In time of war, if

the emergency occurs in enemy or
neutral territory, the material will be
destroyed in every instance as soon
as practicable after the emergency
occurs.

10. Removal of Classified Matter:

a. Classified documents or other material
will not be removed from the headquarters or
unit having custodial -responsibility thercfor by
any person, regardless of grade or position, with-
out the express permission of the commander
or the individual designated by name or office
to act for him. Such permission will be with-
held in every instance unless the commander
or other responsible individual determines that
the proposed rermoval is necessary and that the
classified material can be accorded the security

handling and storage prescribed in this Regula-

tion by the person concerned. This restriction
1s applicable under all circumstances without ex-
ception, including, but not limited to, the per-
ormance of work by an individual at his place
of residence, the earrying of documents by in-
dividuals for use during official visits to other
stations, and the transmission of material from
onc headquarters to another by an individual.

b. Whenever an individual removes classi-
fied material from the headquarters or unit has-
ing custodial responsibility for purposes other
than transmission under the provisions of section
111, a record will be made and retained on file
showing the name of the individual taking 1}
material, the date and title or other appropriate
deseription, of cach document or other item, and
its assigned classifieation, purpose of removal.
and the name and position of the person authoriz-
mg the removal. The classified material will Le
returned 1o the headquariers or unit inmme-
diately after accomplishment of the ppose for
which removal was approved, and an appro-
priate notalion made on the record of removi!.

¢. Classified material intended for use L
an individoal during a visit at another activity
should be transmitted to the other activity for
his use by onc of the secure means of transmis-
sion prescribed in section 111 if there is any doubt
as to whether the material can be properly
handled and protected if carried by the individ-
ual. ,

11. Return of Classified Matter:

a. General. Retention of classified matter
by any person, whether military or civilian, and
regardless of grade or position, for personal or

conmnercind purposes 3¢ rrohibited, cven though

“omguirs




AFR 205-1 )
11-15

such person may have been solely or partly
responsible for production of the material. (See
also paragraph 6b(3).)

b. Action by Individuals. Prior to retire-
ment, separation from the service or civilian
employment, change of duty assignment, or re-
version to inactive status, each individual will
return to the source from which received or to
his commander or supervisor, or otherwise prop-
erly transfer or account for, all classified docu-
ments issued to him or which are in his posses-
sion.

¢. Action by Commanders. Commanders
will establish an appropriate system within their
respective headquarters or units to insure com-
pliance with the provisions of this paragraph by
all individuals concerned.

12. Commercial and Service Publications:

a. Individual Activities. The inclusion of
classified information by military or civilian
personnel in any personal or commercial article,
thesis, book, or other product written for pub-
lication or distribution is prohibited. The con-
tribution in any manner of classified informa-
tion by military or civilian personnel to other
persons for use in publications or personal ma-
terial described above constitutes unauthorized
disclosure of classified information and is also
prohibited.

b. Service Publications. Commanders are
responsible for insuring that service magazines,
journals, and newspapers published under their
supervision do not contain classified information.

¢. Compilations of Information. Appropri-
ate authoritics will carefully review for security,
data or items which individually may bc un-
classified when a compilation of information is
made or submitted for inclusion in commercial
or service publications. Such compilations will
be published only after coordination with the
office or offices having primary interest in the
material in order to determine whether the in-
formation requires protection in the inferests of
the defense of the United States.

13. Legal Instruments. The disclosure of a
place of execution or acknowledgment on a legal
instrument by one in or with the Armed Forces
overseas is authorized, provided that tn wartime
the military necessity for secrecy of strength and
location of troops does not require suppression of
such information, the execution of the instrument
cannot be deferred without undue hardship, and
the information disclosed will be of no substan-
tial value to the enemy when and if it may
reach him.
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14. Telephone Conversations:

a. Classified information will not be dis-
cussed over the telephone. It is permissible to
refer over the telephone to classified material,
provided that such references do not, in the
course of the conversation, reveal the substance
of those portions of the material under discus-
sion which are classified. Reference to file num-
bers, dates, and subject (provided that the
subject itself is not classified) may be made
over the telephone, but great care will be exer-
cised not to reveal classified information.

b. For instructions regarding the transmis-
sion of classified information over approved cir-
cuits, see paragraph 3la.

15. Precautions Necessary for Safegnard-
ing:

a. Identification and Clearance. Before dis-
cussing, or permitting access to, classified infor-
mation, the intended recipients of the informa-
tion must be completely and indisputably
identified and determined to be trustworthy.
This should be accomplished by means of per-
sonal recognition, use of identifying documents.
or verification of identity by the use of telephone,
telegraph, radio, or mail communication. When-
ever prior personnel security clearance 1s pre-
seribed as a prerequisite for access to the
information involved, clearance of the intended
recipient will be verified with the appropriate
clearing authority to which the individual is
assigned before discussing, or permitting access
to, the information.

b. Advising of Need for Protection. When
classified information is discussed with persons
who are subject to military law or employed in
the Exccutive Branch of the Federal Govern-
ment, they will he informed of its classification.
When classified information is discussed with
persons in or out of Federal service, other than
those subject to military law or employed in
the LExccutive Branch, they will be informed
that it affects the national defense of the United
States within the meaning of the Espionage Laws
and that its revelation to an unauthorized person
is prohibited by law.

c. Conferences. Individuals who make ar-
rangements for, or attend, conferences or meet-
ings at which classified information is or will
be involved will comply fully with the applicable
provisions of this Regulation in order to prevent
or avoid the unauthorized dissemination of
classified information. Persons who disclose, or
permit access to, information classified TOP
SECRET will insure that a list is maintained
of all individuals to whom the information was




disclosed. The list, or lists, will be filed as pro-
vided in paragraph 29.

d. Cover Sheets for Documents. Classified
documents originated or received in a head-
quarters should have a cover sheet attached to
them while they are in actual use. AF Form 694
is available for this purpose. When transmis-
sion of documents is made, AF Form 694 will
be detached.

e. Care of Documents in Use.
documents in actual use will be kept under the
constant surveillance of the person responsible
therefor. They should be covered, turned face
down, placed in storage, or otherwise protected
when visitors are present.

f. Personal Correspondence. Classified in-
formation will not be included in personal
correspondence or mesages.

g. Addressing Official Mai. Official corre-
spondence containing classified information in-
tended for delivery to an individual in another
headquarters or another office will be addressed
in the proper manner to the commander of the
headquarters or head of the ofice and marked
for the attention of the individual.

h. Press Releases Based on Coded Messages.
Personnel authorized to prepare information to
be made public will constantl}' bear in mind
that such material may be of great value to
enemy or potential enemy signal intelligence
services. The clear text of cwptcgraphed nes-
sages will never be released verbatim, but will
be carefully paraphrased before be1n<r released
to the public, unless they have Leen tr mcmltted
in a cryptosystem not requiring such protection
and are marked to indicate that they may be
handled as correspondence of similiar classifiea-
tion. In addition, appropriate declassification
action will be accomplished beiore release.

1. Rescission. Classified documents which
have been rescinded or superseded will be
afforded the protection required for their ecate-
gory until destroyed.

16. Loss or Subjection to Compromise:

a. Reporting. Any person, civiian or mili-
tary, who has knowledge of the loss or possible
subjection to compromise of classified defense in-
formation, or release or disclosure of classified
information to any unauthorized person, will
promptly report the circumstances to his immedi-
ate superior or commander, whe in turn will de-
termine and notify by the fastest means avail-
able:

(3% The b
mary mterest in the information (nor-

iTal vonarfers or o E:‘(J hnv\-hun- Y

Classified
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mally, the headquarters or office of
issue).

The commander responsible for the
custody of the material, unless the
commander originally receiving the
report has custodial responsibility.

b. Action by Responsiblé Commanders:

(1)

(2)

(3)

The commander having custodial re-

pounsibility will:

(a) Make or cause to be made a com-
plete and thorough inquiry or in-
vestigation of the circumstances.
If the circumstances concerning a
reported loss or subjection to
compromise of classified infor-
mation indicate that an extensive
or complex investigation is re-
quired, the responsible c¢om-
mander may refer the case, with
all available facts, to the OSI
District Office servicing the com-
mand concerned for necessary in-
vestigative attention and submis-
sion of report to him.

(b) Fix responsibility for the loss or
subjection to compromise, and
take such action as may be nec-
essary, including such diseipli-
nary action as may be warranted
in individual cases. Whenever
possible, responsibility should be
fixed upon a person rather than
upon the title of his position or
an office.

In those cases where custodial respon-
sibility for the information cannot
be determined or appears to rest with
two or more activities, the commander
having primary interest in the infor-
mation invelved will make or cause to
be made the inquiry or investigation
prescribed in (1) above.

In addition to action required in (1)
above, the report of investigation, to-
gether with approved recommenda-
tions and a statemcent of any diseci-
plinary or other action taken, will be
forwarded through channels to the
Chief of Staff, USAF, for such further
action as may be appropriate, except
as indicated in (4) below. Reports
of investigation will include details
as to the nature of the information
involved, its classification (Top Se-
cret, Secret or Conﬁdentaal) and if
bnown, the agency having primary

interest therem
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{4) Whenever the facts developed in ac-
cordance with action taken as pre-
scribed in {1) above show that the
loss or subjection to compromise re-
sulted directly from enemy action or
occurred in the performance of a tac-
tical mission during combat opera-
tions, that the possession or location
of the classified matter at the place
or area where the incident occurred
was absolutely necessary (see para-
graph 8h), and that the loss or sub-
jection to compromise was unavoid-
able, the commander of the major air
command concerned may act as the
reviewing authority and make final
disposition of the report of investiga-
tion. The authority to review and
make final disposition of reports of
investigation in such cases may be
delegated to subordinate commanders
by commanders of major air com-
mands.

(5) Action to be taken with respect to the
loss or subjection to compromise of
classified matter originating in the
Army, Navy, or other governmental
agency will be as prescribed above,
exeept that whenever the commander
responsible for the custody of such
material cannot be determined, the
commander originally having knowl-
edge of the loss or subjection to com-
promise will so inform the ageney of
primary interest or issue, and will
forward through military channels a
report of the available facts to the
Chief of Staff, USAF, for such fur-
ther action as may be appropriate.

c. Cryptomaterial. Tor additional instrue-

tions, see paragraph 50b.

d. “Restricted Data.”
structions, see paragraph 61.

Tor additional in-

e. Disciplinary Action. The unauthorized
disclosure or release of classified information by
any individual, including a commander, key ci-
vilian or military executive, contractor or con-
tractor employce, will be treated in every in-
stance under disciplinary procedures authorized
by law or administrative regulations.

17. Violations Not Involving Compromise.
Violations by individuals of the provisions of
directives pertaining to the safeguarding of clas-
sified information, not involving compromise of
the security of such information, will be acted
upon by commanders of personnel involved. In
guch instances, appropriate corrective measures,
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including such disciplinary action as may be
warranted in individual cases, will be taken by
the proper commander without report thereof to
other authority except as may be required by
other regulations, provisions of law, or higher au-
thority in specific instances. Commanders or
chiefs of offices who receive classified matter
which shows improper handling by the activity
from which received should promptly advise the
head of that activity or individual office of the
facts.

18. Reports Control Symbol and Supply
of Forms:

a. Reports Control Symbol. Except as
otherwise provided in this Regulation, reports re-
ferred to are exempt from requirements of Re-
ports Control Symbols in accordance with para-
graph 9b(1), (10), or (13)(h), AFR 174-1, 9
August 1951.

b. Supply of Forms: The following forms

are available through normal supply channels:

(1) AF Form 163, “Registered Material-
Transfer Report.”

(2) AF Form 164, “Registered Material-
Destruction Report.”

(3) AF Form 165, “Registered Material-
Inventory Report.”

(4) DD Form 646, “Classificd Document
Receipt.”

(5) AF Form 690, “Registered Material-
Document Register.”

(6) AF Form 690a, “Registered Material-
Document  Register (Continuation
Sheet).”

(7) AT Form 691, “Registered Material-
Current Inventory Report.”

(8) AT Form 692, “Registered Material-
Holder Record.”

(9) AT Torm 693, “Reeeipt for Classified
Material (Nonregistered).”

(10) AF Form 694, “Cover Sheet-Classi-
fied Material.”

SECTION IT—CLASSIFYING, CHANGES IN
CLASSIFICATION, AND MARKING

19. Authority To Classify:

a. TOP SECRET:

(1) Matter may be classified as TOP
- SECRET information only by or by
authority of the Secretary, Under Sec-
retary, or an Assistant Secretary of
the Air Force; the Chief of Staff,
USAF; commanders of major air com-



mands and major subdivisions
thereof; and commanders of num-
bered air forces. Subject to the lim-
itations in (2) below, these authorities
may designate tn writing additional
officers or key civilian employees
under their command or jurisdiction

to classify information as TOP SE-

CRET.

(2) The delegation of authority to addi-
tional persons to assign information
to the TOP SECRET category will be
limited strictly to officers or officials

ko occupying offices or staff or command
positions of such nature that they are
capable of evaluating the information
from a national viewpoint and whose
functional requirements are such that
they. must have the authority. (See
paragraph 22 for the definition of the
TOP SECRET category and the lim-
itations regarding its use.)

b. SECRET. Matter may be classified as
SECRET information only by or by authonty
of those named in a(1l) above; commanders of
air divisions, wings, groups, depots, or Air Force
bases; chiefs of air missions; air attaches; or air
observers. These authorities mav designate
writing additional responsible officers or key
civilian emplovees under their command or juris-
diction to classify information as SECRET, pro-
vided, however, that the designation of additional
persons will be limited to the minimum necessary
for the performance of assigned functions or
duties. Also, the additional persons designated
in accordance with a(1) above to classify infor-
mation as TOP SECRET may classify informa-
tion as SECRET.

c. CONFIDENTIAL. Matter may be clas-
sified as CONFIDENTIAL by any commis-
sioned officer or key eivilian emplovee, subject
to such restrictions as may be imposed by the
commander of the headquarters or unit to which
they are assigned. Restrietions should be im-
posed to limit the authority to classify as
severely as is consistent with the orderly and
expeditious transaction of official business.

d. Safeguarding of Information by Persons
Not Authorized To Classify. Persons not au-
thorized by this Regulation or designated by
one of the authorities named above to classify in-
formation initially as TOP SECRET, SECRET,
or CONTIDENTIAL, but who develop or in-
itiate information which they have reason to
believe requires a classification which they are
not authorized to assign, will refer the informa-
tion to proper authority for evaluation and de-
cision. Tentative claszification should be as-
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signed by means of & marked cover or by other
appropriate means to insure proper safeguard-
ing of documents or other material and protec-
tion afforded thereto in the manner prescribed
by this Regulation for that category of classified
information into which it is believed to fall.

e. Exceptional Cases. When, in an excep-
tional case, a person or agency outside the De-
partment of the Air Force not authorized to
classify defense information originates informa-
tion which is believed to require classification,
such person or ageney is required to protect that
information in the manner prescribed by Exec-
utive Order 10501 for that category of classified
defense information into which it is believed to
fall, and transmit the information forthwith,
under appropriate safeguards, to the department,
agency, or person having both the authority to
classify information and a direct official interest
in the information (preferably, that department,
agency, or person to which the information would
be transmitted in the ordinary course of busi-
ness), with a request that such department,
agency, or person classifly the information.
Necessary action in connection with requests
received by the Air Force will be taken by
persons authorized to classify information under
the provisions of this Regulation who are as-
signed to activities or offices having primary
interest in the information.

f. Placement of Classtfication Markings.
The placing of preseribed markings on newly
prepared material in which information known
to be classified TOP SECRET, SECRET, or
CONFIDENTIAL has been copied, reproduced,
or transcribed, or the placing of such markings
on any malerial to conform with imstructions
issued by competent authority does not require
authorization to classify information. All per-
sons who copy, type, transcribe, photograph, or
otherwise reproduce classified information will
mark the resulting produet with the proper de-
fense elassification markings as soon as the in-
formation is recorded, or insure that the product
will be so marked by another person, except for
waste material handled in accordance with
paragraph 9L

20. Responsibility for Classifying:

a. The assignment of information to a de-
fense classification is a responsibility of com-
mand. Subject to all of the provisions of this
Regulation and such other instructions as are
issued by the Secretary of the Air Force or the
Chief of Staflf, USAF, concerning the classifying
of specific information, commanders who origi-
nate information or who otherwise have primary
interest therein (see paragraph 2n) are respon-
sible for determining whether such informeation
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requires protection as classified information and
the defense classification to he assigned, if pro-
tection is required. Within a headquarters,
unless ctherwise directed by the commander, the
head of the office which has the primary interest
in any information will determine the classifica-
tion required therefor, coordinating with other
interested offices whenever necessary. Com-
manders will prescribe specific procedures and
control measures within their respective head-
quarters to insure that information is accorded
timely review and that, if protection is required,
the information is assigned to or marked with
the proper classification.

h. If the recipient of information believes
that its assigned classification is not sufficiently
protective, he will safeguard it in accordance
with the classification he deems appropriate and
promptly submit his reasons for such belief
through proper channels to the atteation of the
appropriate classifying authority with a recom-
mendation for upgrading, unless he is authorized
to upgrade the information ¢n his own initiative.
When information is upgraded, action will be
taken promptly in accordance with paragraph
26e to notify all addressees to whom the material
was originally t{ransmitted. Similar action will
be taken if the recipient oi unclassified material
believes that it should be classified.

21. Use of Lowest Consistent Classification:

a. Official information will be assigned the
lowest defense classification consistent with its
proper protection in order fo avoid depreciation
of the importance of correctly classified informa-
tion, to avoid unnecessary expense and delay in
the handling and transmission of doeuments and
other ma‘erial, and to preserve the integrity of
the individual defense classifications. Unneces-
gary classification and overclassification will be
scrupulously aveided.

b. 1f unavoidable operational or administra-
tive requirements for the use of information are
such that they could not be met if the information
is assigned to a particular defense classification,
due to the limiting security measures applicable
to such particular classification, a lower defense
classification will be considered for the infor-
mation.

c. In any case in which the recipient of
classified matter believes that security considera-
tions fail to support fully the assigned classi-
fication on the basls of the information involived,
the category definition of the assigned classifica-
tion, and the prescribed rules for classifying
information, he will as soon as practicable submit
his reasons for such belief through proper chan-
nels (o the atiention of the appropriate classi-
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fying authority with a recommendation for
change or cancellation of the classification, un-
less he is authorized to make the change on his
own initiative. - The information will be safe-
guarded as required for its assigned classification
until downgrading action has been accomplished
in accordance with paragraph 26. This applies
equally to information originated by agencies
other than-the Air Force, including joint and
interdepartmental activities, as well as to Air
Force information.

d. The responsible authority, at the time he
signs or approves any document bearing a de-
fense classification, will determine whether the
classification affixed is proper in the light of the
provisions of this Regulation. If security con-
siderations fail to support fully the assigned
classification, he will direct the assignment of a
lower classification, if he is authorized to do so,
or initiate appropriate action with a view to
recommending that the responsible classifying
authority assign a lower classification to the
information involved.

22. TOP SECRET Matter. The use of the
classification TOP. SECRET will be limited to
defense information or material which requires
the highest degrce of protection. The TOP
SECRET classification will be applied only to
that information or material the defense aspect
of which is paramount, and the unauthorized
disclosure of which could result in exceptionally
grave g‘am?/’ffo ’tzhe }.I_;ztlon, 5ych s e

~Leading t§ a definite break 14 diplomatic
relations affecting the defense of the United
States, an armvd_attack against the United
States or its Allics, a~wy

b. The compromise of™Nyilitary or defense
plans, or intelligence operat: or scientific
or technological devclopments vital to the na-
tional defense. '

23. SECRET Matter. The use of the classi-
fication SECRET will be limited to defense

information or malerial the unauthorized dis-

closure of which could result In scrious damag;e
to the Natiop, spch as: —
-2 A ./?lgfj
‘Sfe%pﬁdrigné%e i%lcrnational lations
of the ited States.

b. Enda
gram or policy o
defense.

¢. Compromising important military or de-

fense plans, or scientific or technological develop-
ments important to national defense.

ring the effectiveness of a pro-
ita] importance to the national

d. Revealing important intelligence oper-

AT
duliuiio.




24. CONFIDENTIAL Matter:

The use of the classification CONFI-
DENTIAL will be limited to defense information
or material the unauthorized disclosure of which
#ecould be prejudicial to the defense interests of
the Nation, such as:

(1) Personnel security investigations and
other investigations which require
protection against unauthorized dis-
closure.

(2) Operational and battle reports which
contain information of value to the
enemy.

(3) Intelligence reports.

(4) Military radio frequency and call
sign allocations of special significance
or those which arc changed frequently
for security reasons.

(5) Devices and material relating to
communications security.

(6) Information which indicates strength
of our troops, air and naval forces in
U. S. and oversea areas, identily or
composition of unils, or quantity of
specific items of equipment pertaining
thercto.

(7) Documents and manuals containing
teelinical information used for train-
ing, maintenance, and inspection of
classified munitions of war.

(8) Operational and tactical doctrine.

(9) Rescarch, development, production,
and procurement of munitions of war,

(10) Mobilization plans.

(11) Matters and documents of a personal
and disciplinary nature, the disclo-
surc of which could be prejudicial to
diseipline and morale of the Armed
Forcees.

(12) Documents used In connection with
procurement, sclection, and promotion
of military personnel, the disclosure
of which could violate the integrity of

he gompetitive gyste
b, Offivial Infbrmdtion of the type describe
in a{11) and (12) above will he classified as
CONFIDENTIAL only if in fact the unau-
thorized disclosure of such information could be
prejudicial to the defense interests of the Nation.
If such information is not strictly defense in-
formation but nevertheless requires protection,
it will be safeguarded by mecans other than as-
signing to it the classification CONFIDENTIAL

as defined in a above.
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25. Rules for Classifying:

a. According to Content. Each document or
other item, including extracts from classified doc-
uments except messages, will be classified accord-
ing to its own content and not necessarily ac-
cording to its relationship to another document
or item. (See paragraph 52 for special condi-
tions in connection with classifying messages for
purposes of cryptographic security.) Each mili-
tary letter and indorsement appended thereto
will be classified according to its own content,
except that the classification of the last indorse-~
ment in the series will always be at least as
high as that of the highest classified preceding
element (indorsement, basic letter, or inclosure)
on the same basis as a letter of transmittal re-
ferred to in f below.

b. Reason for Classification:

(1) Whenever practicable, originators of
classified documents should include a
notation or statement thereon or in
the text showing the reason for the as-
gigned classification of the document
or elements thereof for the guidance
of recipients in handling the informa-
tion involved and for future guidance
concerning downgrading and declassi-
fication. Except in correspondence
addressed outside the Air Force, ref-
erences may be made by originators
of information to the pertinent sub-

paragraphs of paragraphs 22, 23, or

24 of this Regulation, if specifically
applicable. If the classification is as-
signed by the originator of a docu-
ment to conform with the elassifica-
tion of information extracted or other-
wise taken from another document, or
to conform with the classification as-
signed by competent authority to in-
formation {urnished by oral means,
the fact should be stated. Indorse-
ments and  letters of transmittal
should contain the notation or state-
ment unless a provision is included
therein for automatic declassification.

(2) Every effort will be made to indi-
cate within a document the classifica-
tion of individual paragraphs. When-
ever possible, all paragraphs that con-
tain information which requires a doc-
ument to be classified SECRET or
TOP SECRET will be specifically
identified.

(8) Commanders may require that record
copies of classified matter originated
within their respective headquarters.
especially documents i the TOP
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SECRET or SECRET category,
show the reason for the classification
if an explanation is not included in
the text. An appropriate notation or
statement would be of value to ap-
proving authorities in reviewing the
security aspects of the material.
Commanders may also require that
record copies of classified matter re-
flect the name of the person respon-
sible for the classification.

/@Assigned Subject:

Except as indicated below, the as-
signed subject of classified material
originating in the Air Force will in-
clude as the first word, in parentheses,
the classification of the subject or, if
the subject standing alone does not
require classification, the word “un-
classified” will be used.

The notation referred to in (1) above
peed not be included if a statement is
made in the document involved as to
the classification of the assigned sub-
ject or, as in the case of letters of
transmittal, a statement is made indi-
cating that the document, standing
alone, is not classified.

d. References to Classtfied Documents. Cor-
respondence, receiptls, or returns, and reports of
possession, transfer, or destruction need not be
classified 1f reference therein to classified docu-
ments is made by file number, date, and subject,
provided that the subject used does not contain
information which is classified. If the subject
contains classified information, a short title will
be used for the subject. References to classified
material which do not reveal classified defense
information will not be classified. (Ior addi-
tional instructions regarding messages, sce para-
graph 52)

¢. Single Classification, A document, prod-
uct, or substance will hear a classification at
least as high as that of its highest classified com-
ponent. Individual pages, basic letter, indorse-
ments, paragraphs, sections, or components may
bear a different clagsification, or not be eclassi-
fied, but the document or other item will bear
only one overall classification.

f. Group of Documents. The classification
of a file or group of physically connected docu-
ments will be at least as high as that of the
highest classified document therein. (See para-
graph 27b(6) regarding marking.) A letter of
transmittal will be graded at least as high as its
highest eclassified inclosure. Documents sep-
arated from the file or group will be handled in
with their individual elazcification,

(2)

accordanes

if thev contain classified information.
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Example (1)

g. Notation jor Automatic Downgrading,
Whenever practicable, classifying officials will
place a notation on a document {(except mes-
sages) or in its text that upon the happening of
a specified event or the passage of a named date,

or upon removal of classified inclosures, the clas- .,

sification of the document or items therein will .
be downgraded or canceled without reference to

the originating or other authority. Letters of

transmattal, whenever appropriate, always will be
so marked.

“When Incl 1 is withdrawn or not
attached, the classification of
CONFIDENTIAL on this (letter)
(correspondence)  (Indorsement)
will be canceled.”

“When Incls 2 and 3 are with-
drawn or not attached, the classi-
fication of SECRET on this corre-
spondence will be changed to CON-
FIDENTIAL.”

“On the date of departure of the
above-named unit from its present
station for its new station, the clas-
sification of information regarding
the new location of the unit will
be canceled.”

Example (2)

Example (3)

26. Changes in Classificalion:

a. Authority. The authority making the or-
iginal classification, the authority that has suc-
ceeded or assumed the functions of the original
authority which no longer exists, or higher au-
thority within the same chain of command, may
cancel or change the classification of a document
or article of materiel.

b. Additional Authority of Chief of Staff,
USAF. The Chief of Staff, USAYF, 1s the “higher
authority” within the meaning of 4 above with

" respect to classified matter which was classified

under the following conditions:

{1) In o theater of operation on or hefore
2 September 1945 and 1s of primary
interest to the Department of the Air
Force.

In an oversea command or headquar-
ters subscquent to 2 September 1945,
provided that the information con-
cerns only Army Air Forces or U. 8.
Air Force units, or technical reports
on Army Air Forces or U. S. Air Force
equipment.

By the Commanding General, Army
Air Forces, or by his authority, or by
an authority subordinate to him.

(2)

(3)

r. Procedures:
(1) Designation of Persons. Commanders




will authorize in writing, by name or
position, such officers or key civilian
employees within their headquarters
or unit as they deem necessary to de-
classify or downgrade documents and
other information originally classified
within, or which are of primary in-
terest to their respective headquarters
or units,

Documents. Individuals authorized
to change or cancel the classification
of a document will, when taking such
action, write or stamp on the cover
or first page thereof, and such other
pages as may be necessary, the fol-
lowing: “Classification canceled (or
changed to __________ ), by authority

(date)
(See also paragraph 27g.)
Materel. Authoritics listed in a
above may change or cance] the clus-
sification of materiel by letter of in-
struction to all offices or personnel
concerned.

d. Special Provisions Regarding Downgrad-

(1) Continuous Review of Classification.

Tt is the responsibility and obligation
of every commander or other per-on
exercising similar authority to keep
classified information in his custedy
or of primary interest to him con-
stantly under review and to initiate
action toward downgrading or declas-
sification as soon as conditions war-
rant. The commander will designate
persong to review continuously elussi-
fied material originated within lhis
licadquarters for the purposc of de-
classifving or downgrading it wlen-
ever national defense considerations
permit, and for reeeiving and acting
on requests for such review from all
sources, Including requests for up-
grading.

Coordination. Documents affecting
only the headquarters or office of or-
igin, or which contain information of
primary interest to only one head-
quarters or office, will be downgraded
or declassified by that headquarters
or office without reference to other

e i, Tro. T,.‘».. B RN < .
suthoritv, 11 o documend conain: b
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formation affeciing the interests of
two or more headquarters or offices,
the one desiring to downgrade or de-
classify the doczment will consult the
others and atterpt to reach an agree-
ment. The authority having primary
interest in the cocument as a whole,
so far as the Air Force is concerned,
will assume the resporsibility for co-
ordinating with all other agencies
within or outside the Department of
the Air Force interested in portions
thereof, and will downgrade or declas-
sify the document as agreed upon.
The downgrading or declassification
of extracts from or paraphrases of
classified documents will also require
the consent of the appropriate classi-
fring authority unless the activity
making such extracts knows positively
that they warmnt 2 classification
lower than that of the document from
which extractec. or that they are not
classified.

Dwagreements. When the interests of
two or more hezdquarters or offices
are involved iu the cowngrading or
declassification <7 a dosmment and no
agreement can L: reached, the matter
will be referred ‘or decizion through
military channes to the lowest su-
periox: common to the disagrecing
agencies.

Material Officic’iy T-znsferred. In
the case of matesial trazsferred by or
pursuant to stat:ie or Exeeutive or-
der from any d:marfment or ageney
of Government v the Department of
the Air Foree fc- Air Torce use and
as mart of its off ~'al fils< or property,
=tinguished rom transfers merely
wrpeses of < orage Alr Foree ne-

—mary nterest in the

X zed <2 be the clas-

sifving anthorits for &7 purposes un-

ez this Regulas 2. in-iding declas-
siication and dewngraiing.

Malerial Not CZeially Transferred.

When the Depurimer: of the Air

Foree has in its tossession any claesi-

fied material wkich has become five

{33 vears old, and :

(as It appears trat such material or-
iginated in &3 agezev which has
since hecoms defurct and whose
files and otL=r prorerty have not
been official’y trarsierred to an-
other department ¢- agency with-

it mieanos ol o= above, or
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(b) It appears that it is impossible
for the Air Force to identify the
originating agency, and

(¢) A review of the material indi-
cates that it should be down-
graded or declassified,

Air Force activities having primary
interest in the material are authorized
to declassify or downgrade such ma-
terial. If it appears probable that
another department or agency may
have a substantial interest in whether
the classification of any particular in-
formation should be maintained, the
Air Force will not exercise the author-

ity conferred by this subparagraph, -

except with the consent of the other
department or agency, until thirty
(30) days after it has notified such
other department or agency of the
nature of the material and its inten-
tion to declassify or downgrade the
same. During such thirty-day period
the other department or agency may,
if it so desires, express its objections
to declassifying or downgrading the
partienlar material, but the authority
to make the ultimate decision will re-
side in the Air Force activity having
primary interest in the material.

(6) Cryptographed Messages:
(a) Paraphrase Not Required. Mes-

= sages so marked may be down-
graded to CONFIDENTIAL,

without paraphrasing, by the
proper authority when the sub-
ject matter permits. Such mes-
sages may be declassified, when
appropriate, by removing the ex-
ternal date-time group (DTG)
and all
other messages by DTG. For
identification purposes, the day,
month, and year may be aflixed
and the internal reference or cite
pumber retained.

Paraphrase Required. Messages
so marked may be downgraded
to CONFIDENTIAL without
paraphrasing; however, declas-
sification, when appropriate, will
necessitate proper paraphrasing
of the text in addition to the re-
moval of the DTG and all in-
ternal references to other mes-
sages by DTG. Identification
nrocedures may be utilized as in-
dicated above.

(b)

internal refcrences to-

e. Notice of Change or Cancellation of Clas-

sification:

(1)

(2)

(3)

27. Marking of Classified Matter:

a. General. After determination of the clas-
sification required thercon, classified matter will
be marked in aceordance with the procedures

liercin sct

The authority that changes or cancels
the classification of a document or
other item will notify all addressees
to whom the material was originally
transmitted. If the document or other
item is widely held within the De-
partment of the Air Force or other
departments, a request will be for-
warded by the authority making the
change to the Chief of Staff, USAF,
through military channels, for an-
nouncement of the action taken in an
appropriate publication.
When a nonregistered classified docu-
ment bearing a restriction on repro-
duction is downgraded or declassified,
the notification or announcement of
downgrading or declassification will
include instructions as to whether
such restrictions are modified, re-
moved, or remain in force.
Authorities who cancel the classifica-
tion of information and simultane-
ously approve the release thereof to
the public will notify all concerned as
soon as practicable so that confusion
will not exist as to whether a com-
promise has occurred.

forth. Persons who act as approving

authoritics with respect to the issuance of cor-
respondence, publications, plans, reports, mes-
sages, or other material which contains classified
information, are responsible for insuring that the
assigned classification is the proper one and that
the document or other material is correctly

marked.

b. Daocuments:

(1"

Bound Documents. The assigned
classification on bound documents,
such as books or pamphlets, the pages
of which are permanently and se-
curely fastened together, will be con-
spicuously marked or stamped on the
outside of the front cover, on the title
page, on the first page, on the back
page, and on the outside of the back
cover. In each case the markings will
be applied to the top and bottom of
such pages and covers.
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(9) Unbound Documents. The assigned %

Jeesificotion on unhound dornments,



such as letters, memoranda, reports,
messages, and other similar docu-
ments, the pages of which are not
permanently and securely fastened to-
gether, will be conspicuously marked
or stamped at the top and bottom of
each page, in such manner that the
marking will be clearly visible when
the pages are clipped or stapled to-
gether.

(8) Charts, Maps, and Drawings. Clas-
sified charts, maps, and drawings, in-
cluding tracings and photomaps, will
carry the classification marking under
the legend, title block, or seale in such
manner that it will be reproduced on
all copies made therefrom. Such clas-
sification will also be marked at the
top and bottom in each instance.

(4) Photographs, Films, and Recordings.
Classified photographs, films, and re-
cordings, and their containers, will be
conspicuously and appropriately
marked with the assigned classifica-
tion. Whenever practicable, classi-
fied photographic negatives will be
marked in the same manner as docu-
ments referred to in (3) above. Con-
{inuous cover aecrial reconnalssance
and mapping negatives in roll form
will be marked with the assigned clas-
sification at the beginning and end of
each roll. Photographs and reproduc-
tions made from classificd negatives
which do not carry a legend will be
marked on the front and back with
the assigned classification.

(5) Reproductions. All copics or repro-
ductlions of classified material will be
appropriately marked or stamped 1n
the same manner as the original
thereof.

16) Group or Fide of Documents. The
classifieation of the highest classified
document in a file or physiecally con-
nected group of documents will be
marked on covers, file folders, or other
similar covering, or on communica-
tions of transmittal, including indorse-
ments, in accordance with paragraph
25f. A previously assigned classifica-
tion on a document will not be
changed to indicate that a higher
¢lassified document has been attached
in the same group or file.

c. Materiel. Classified matericel, including
products and substances, will be properly marked
whenever possible, to indicate the classification,
pe will their containers, if poseible. Ttems which

AFR 205-1
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do not lend themselves to marking will have

securely affixed or attached a tag, sticker, or-

similar device bearing the appropriate classifi-
cation marking, or the marking will be placed
on their containers. If neither method is prac-
ticable, recipients will be specifically notified in
writing of the classification of such items.

d. Unclassified Material. Normally, unclas-
sified material will not be marked or stamped
“Unclassified” unless it is essential to convey to
a recipient of such material that it has been ex-
amined specifically with a view to imposing a
defense classification and has been determined
not to require such classification.

e. Limitations on Reproduction. Each copy
of a documnet containing TOP SECRET infor-
mation will include a notation thereon or in the
text concerning limitations on reproduction as
prescribed in paragraph 20b.

f. Additional Marking of Classtfied Matter.
Documents containing classified information
furnished authorized persons, in or out of Fed-
cral service, other than those of or in the employ
of departments and agencies of the Exccutive
Branch of the Federal Government will, in addi-
tion to being marked TOP SECRET, SECRET,
or CONFIDENTIAL, bear the following nota-
tion:

“This material contains information af-
fecting the national defense of the United
States within the meaning of the Espio-
nage Laws, Title 18, U. 8. C., Sections 793
and 794, the transmission or revelation of
which In any manner to an unauthorized
person is prohibited by law.”

When elassified items of materiel or other mate-
rial which do not lend themselves to marking are
furnished to such persons, the latter will be spe-
cifically notified in writing of the above nota-
tion.

g. Marking of Downgraded, Upgraded, and
Declassified Documents.

(1) Classification Markings. Down-
graded and upgraded documents and
material will be marked or stamped
with the new appropriate classifica-
tion in the same manner as originally
classified documents or material, and
the old classification markings will be
lined through. If the classification is
canceled, the classification markings
will be lined through. In cases where
recipients have been notified in writ-
ing of the classification of items, they
will be notified of downgrading, up-
grading, or declassification action in
the same manner, Prints of motion
picture film will show dewnerading,
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upgrading, or declassification action
on leaders attached between the plain
leader and the first title frame.

(2) Copies of Downgraded and Upgraded
Documents. All activities and indi-
viduals holding copies of downgraded,
upgraded, or declassified documents
will promptly mark them as appro-
priate, to include the authority cited,
upon receipt of the notices, except as
authorized in (3) below.

(3) Bullc Files. When a document has
been downgraded, upgraded, or de-
classified, bulk files or supplies thereof
need not be marked as provided In
(2) above, until copies are charged
out for use. The change or cancella-
tion of classification will be indicated
inside the file drawer or other storage
contaiper.

b Qe
98. Information Originated by a Foreign
Government or Organization:

a. Classifying. Defense information of a
classified nature furnished to the United States
by a foreign government or international organ-
ization will be assigned a classification which
will assure a degree of protection cquivalent to
or greater than that required by the government

or international organization which furnished the

information. B¥ >
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b. Changes in Classification. Matter which
has been classified by a [riendly forcign gov-
ernment or international body or which has heen
classified by a United States authority solely to
accord with conditions imposed by such a gov-
ernment or body may be downgraded or declas-
cified with the consent of the foreign government
or international body concerned.

SECTION III—HANDLING AND TRANS-
MISSION OF CLASSIFIED MATTER

/ {29}' Handling and Transmission of TOP
(SECRET Matter:
\ a. General:

N (1) The rules established in this Regula-

. g‘
\., . 1 e o
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(2)

tion for handling and transmitiing

information in the TOP SECRET

category are based upon the {act
that the defense aspect of TOP

SECRET information is paramount

and takes precedence over operational

considerations and admimstrative
convenience.

At the time of signing or otherwise

approving any document bearing a

TOP SECRET classification, the

responsible officer or eivilian official

will: :

(a) Direct the assignment of a lower
classification if defense consid-
erations do not support fully the
classification of TOP SECRET.

(b) Insure that properly classified
TOP SECRET information,
wherever severable from lower
classified portions, is accorded
separate dissemination or dis-
tribution on a considerably more
selective and limited basis than
the balance of the document.

(c) Insure compliance with all ap-
plicable provisions of b, e, and d
helow if the document qualifies
for assignment to the TOP
SECRET category.

b. Preparation:

(1)

(2)

Each copy of a document which
contains information classified TOP
SECRET will be numbered in series
for accounting purposes and will in-
clude a notation or stutement sub-
stantially in one of the following
forms, as appropriate (messages pre-
pared for clectrical transmission need
not include a statement withm {he
text):

(1) Reproduction of this document
in whole or in part iz prohibited
except with the permission of the
office of origin.

(b) Reproduction of paragraph{s)
____________ of this document
is prohibited except with the per-
mission of the office of origin.

(¢) Reproduction of this message in
whole or in part is prohibited
without approval of __________
(insert designated officer;- nor-
mally the head of the action
office) . (For incoming messages.)

Normally no more than two carbon

copies will he made of eorresnandenee




(3)

which contains information classified
TOP SECRET. One courtesy copy
will accompany the original and one
record copy will be retained for file.
If the correspondence is intended to
pass through more than one office or
headquarters, additional courtesy
copics as necessary will be prepared,
numbered, and forwarded with the
original.

No more than three clear-text copies
should be made within a headquarters
of incoming TOP SECRET messages.
(An incoming message reccived in
encrypted form becomes a document
prepared by the recipient headquar-
ters upon production by such head-
quarters of a literal plain-text copy
of the message.) The commander
of each headquarters will determine
the nuinber of copies of outgoing TOP
SECRET messages that must be
made to satisfy internal requirements
of his headquarters.

At the time of issuance of a TOP
SECRET document, the signature
aunthority will insure that all formal
papers of a classified nature relating
to the eoordination of the document
or other aspects of its preparation
which require retention will be item-
ized by the office of origin, assembled
into a single file, and forwarded for
custody to the official office of record;
and that all preliminary drafts,
stenographic notes, and other work-
ing papers not required for record
purposes are destroyed in aceordance
with the provisions of paragraph 9.

¢. Reproduction:

i1}

(2)

(3)

TOP SECRET mmformation may he
reproduced or copied only when ab-
colutely necessary for plunning or
operational purposes,

The authority that originares a docu-
ment  which  containz  information
classified TOP SECRET will deter-
mine the number of copies required
initially and whether recipients may
reproduce or copy such documents in
whole or in part except as otherwise
indicated in (3) below. .
Nonregistered TOP SECRET docu-
ments will not he copied, photo-
graphed, or otherwise reproduced in
whole or In part without the consent
of the originator or higher authority
in the same ehain of command as

(4)
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the originator. (For instructions
concerning registered documents, see
scction IV.)

When authorized, reproductions of
TOP SECRET documents, or parts
thereof which are classified TOP
SECRET, will show the reproducing
office, authority for reproduction, and
the number of copies reproduced. In
addition the office of origin will be
notified of such reproduction and the
disposition of each copy.

d. Disseminalion:

(1)

(2)

(4)

Special measures will be employed
within each headquarters to limit the
dissemination of TOP SECRET in-
{ormation, originated, or received, to
the absolute minimum. No dissemi-
nation or disclosure of TOP SECRET
information will be made or author-
ized by any person without determin-
ing beforehand that possession or
knowledge of the information by the
prospective recipients is absolutely
necessary.  The number of persons
who work on TOP SECRET matters
will be kept to a minimum and these
persons will be warned individually
against disclosing such matiers to
persons whose official duties do not
clearly require knowledge thercof.

Only that portion of TOP SECRET
matter necessary to the proper plan-
ning and appropriate action of any
headquarters or individual will be
released to such activity or individuul.
Items of information intended to be
extracted from TOP SECRIST doeu-
ments for further dissemination will
be carefully reviewed to determme
whether sueh items may he assigned
a  classification lower than TOP
SECRET.

The dizsemination of TOP SECRET
information will be effected by direct
contact whenever practicable, with-
out transmission of documents.

The authority who reccives a TOP
SECRET document and determines
that information based thereon must
be transmitted to subordinates, in-
cluding subordinate commanders, will
prepare separate directives or other
appropriate documents, without di-
rect quotation from the original
document,, for the purpose of furnish-
ing the required information when
reproduction or additional distyibu-
tion of the original document or the
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(5)

pertinent portions thereof 1is not
authorized.

It is mandatory that all persons who
have knowledge of TOP SECRET
information be identifiable at all
times. Originators and recipients of
TOP SECRET documents will initi-
ate and maintain a list of every per-
son by name, date, and document
title who is afforded access to infor-
mation contained in each document.
Upon transfer of the document from
custody of the office concerned, the
list will be filed within the office or
centrally within the headquarters for
a period of at least one ycar for pur-
poses of future reference.

e. Receipt System and Courier Require-

ment.

(1)

(2)

(3)

The transmission and custody of
cach TOP SLECRET document or
other item must be covered by a
receipt svstem, between headquarters
and between offices and individuals
within a headquarters. The trans-
mitting officc or headquarters will
take action as necessary to obtain
a receipt signed within the receiving
office or headquarters in addition to
a receipt signed by the person who
carries the material.

Distribution records and receipts will
show the copy number of each docu-
ment transmitted to recipients.

In no circumstances will TOP
SECRET matter be transmitted by
mail channelz. Classified information
required by the Tederal Bureau of
Investigation for operational use by
that agency will normally be deemed
not to qualifv for assignment to the
TOP SECRET category, and will be
transmitted to that ageney in a se-
curity category of CONTIDENTIAL
or SLCRET. When classified infor-
mation in the TOP SECRET cate-
eory is transmitted to the Federal
Bureau of Investigation for planning
purposes, that agency will be advised
in writing that in no circumstances
will the material be transmitted by
mail channels.

f. TOP SECRET Conitrol Officers:

(1)

26

Commanders of headguarters that
initiatc or receive TOP SECRET in-

formation will appoint certain officials

~ 1
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(commissioned officers, warrant of-

Givitar affeinle) 4p he

ey

(2)

known as TOP SECRET control
officers to receive, maintain account-
ability register of, and dispatch all
TOP SECRET material.

TOP SECRET control officers will
open and deliver TOP SECRET ma-
terial to the individuals who must
see and work on it. TOP SECRET
matter which is addressed on the
inner envelope to an individual by
name will be delivered unopened to
such addressee. Prior to being opened,
each cover will be carefully inspected
and any evidence of tampering will
be reported promptly to the dispatch-
ing activity, which will initiate an
investigation. When the inner cover
is opened, the receipt found therein
will be dated, signed, and returned
to the sender. Any discrepancy be-
tween the receipt and the contents
will be reported promptly to the dis-
patching activity, which will accom-
plish necessary corrective action.

g. Preparation for Transmission:

(1)

(2)

Within a Headquarters. Subject to
the applicable provisions of a through
{ above, the commander of each head-
quarters will provide for the sccurity
of TOP SECRET matter prepared for
transmission between offices within a
headquarters in such manner as to
insure a degree of security equivalent
to that outlined for preparation for
transmission outside a headquarters.

Outside a Headquarters, TOP SE-
CRET material to be transmitted out-
side a headquarters will be cnclosed
in opaquc inner and outer covers.
Written material will he protected
from direct contact with the inner
cover by a cover sheet or by folding
inward. The inner cover will he a
ccaled wrapper or envelope plainly
nmarked with the assigned classifiea-
tion and address. Tt will contain a
receipt form which identifies the al-
dressor, the addressce, and the con-
tents by unclassified or short fitle.
The outer cover will be addressed, re-
turn-addressed, and carefully sesled
with no markings or notations to
indicate the classification of its con-
tents. If the outer cover is not suffi-
ciently opaque to prevent the classi-
fication markings on the inner cover
from becoming visible, the inner cover
will be wrapped with sufficient paper
to eonceal the markines.
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h.

Transmission.
(1) Within a Headguarters. Subject to

the provisions of a through f above,
the commander of each headquarters
will provide for the security of TOP
SECRET matter transmitted between
offices within a headquarters in such
a manner as to insure a degree of se-
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ROUTING CERTIFICATE

It is certified that contents re-

quire transmission indicated be-

low: ‘

________ BY COURIER (Hand
treatment and registra-
tion to destination.)

curity equivalent to that outliped for ~ TTTTTTC - E‘i?ng?}ilgis;ﬁ;
transmission outside a headquarters. designated mil-

(2) Outside a Headquarters:

(a) TOP SECRET matter will be
_ transmitted outside a headquar-
ters by a courier transfer officer
of the Armed Forces Courier
Service; by designated couriers
of the Armed Forces Courier
Service only when travel is by
U. S. military aircraft; by cleared
commissioned officers, warrant
officers or key civilian employees
specifically designated by the
originating activity (normally, a
pilot or co-pilot will not be desig-
nated as a courier since the op-
eration of the aircraft and action
in the event of an emergency
make such assignment imprac-
ticable); by specifically desig-
nated civilian couriers, i.e., State
Department or other high Gov-
ernment officials, etc.; or by ac-
companied State Department
diplomatie pouch.

(b) Accompanied State Department
diplomatic pouech will be used ex-
clusively for transmission of TOP
SECRET matter through or

itary officer
courier is au-
thorized pro-
vided exemp-
tion from ex-
amination in
transit is as-
sured.
________ Eligible for
transmission as
United States
registered mail
via U. 8. Post
Office, includ-
ing Army,
Navy, or Ailr
Force postal
facilities.

________ AIR POUCH (May be

unaccompanied. Speed
, primary.)

________ SURFACE POUCH
(May be unaccompa-
nied.) Office or phone
_________ Name and

within a neutral country and any 30. Hundling and Transmission of SE-
other foreign countrv where the  CRET and CONFIDENTIAL Matter:
material wonld he subjeet to cus-
toms inspection or other exami-
nation or ingpection.

. Genceral:
(l) The rules cstablished in this Regula-

(¢) In all cases where TOP SECRIIT
matter is to he transmitted via
State Department channels, the
originating office will place in the
lower left-hand portion of the
front of the outer cover the fol-
lowing routing certificate, which
will be tvpewritten and pasted
on or applied by rubber stamp or
other legible means, and marked
for transmission “By Courier”
and “Transmission via officially
designated military officer courier
is authorized provided exemption
from exsmination in franeit is
assured’:

tion for handling and transmitting in-
formation in the SECRET category
are basced on the fact that it iz defense
mformation the unauthorized diselo-
sure of whieh conld result in serious
damage to the Nation. At the time
of issuance of any document bearing

a SECRET classification, the respon-

sible officer or civilian official (signa-

ture authority} will:

(a} Direet the assignment of a lower
classification if defense consid-
erations do not support fully the
classification of SECRET.

(b)Y Insurc that all formal papers of
a classified nature relating to the

27
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(2)

(3)

(4)

(5)

coordination of the document or
other aspects of its preparation
which require retention are item-
ized, assembled into a single file,
and forwarded for custody to the
official office of record; and that
all preliminary drafts, steno-
graphic notes, and other working
papers not required for record
purposes are destroyed in accord-
ance with the provisions of para-
graph 9.
The rules established in this Regula-
tion for handling and transmitting in-
formation in the CONFIDENTIAL
category are based on the fact that
it 3s defense information the unau-
thorized disclosure of which eould be
prejudicial to the defense interests of
the Nation. At the time of signing
or otherwise approving any document
bearing a CONFIDENTIAL classi-
fieation, the responsible officer or ci-
vilian official will direct the cancella-
tion of the classification if defense
considerations do not support the
classification of CONFIDENTIAL.

The number of SECRET and CON-
FIDENTIAL documents originated
as well as the number of copies thereof
produced will be severely limited and
kept to a minimum to decrease the

risk of compromise of the information

contained in such documents.

Measures will be employed within
cach headquarters to limit the dis-
semination of SECRET and CON-
FIDENTIAL information, originated,
or received, to a minimum. No dis-
semination or disclosure of SECRET
or CONFIDENTIAL information
will be made or authorized by any
person without determining before-
hand that possession or knowledge of
the information by the prospective
reeipient, is necessary.  The number
of persons who work on SECRET and
CONFIDENTIAL matters will be
kept to a minimum and these persons
will be warned against disclosing such
matters to persons whose official du-
ties do not require knowledge thereof.

The transmission and custody of each
SECRET document or other item
must be covered by a receipt system
between headquarters. The trans-
mitting office or headquarters will
take action as necessarv 1o obtain a
receipt signed within the receivig

headquarters. DD Form 646, “Clas-
sified Document Receipt” (replacing
WDAGO Form 996, which may be
used), is available for this purpose
when SECRET material is trans-
mitted outside a headquarters, but

‘use of a similar form is authorized to

satisfy requirements in special cir-
cumstances. A receipt is required for
CONFIDENTIAL registered mate-
rial. Other CONFIDENTIAL mate-
rial will require a receipt only if the
sender deems it necegsary.

b. Preparation for Transmission:

(1)

Within a Headquarters. Subject to
the applicable provisions of a above,
the commander of each headquarters
will provide for the security of Sk-
CRET and CONFIDENTIAL matter
prepared for transmission between of-
fices within a headquarters in such
manner as to insure a degree of secu-
rity equivalent to that outlined for
preparation for transmission outside
a headquarters.

Qutside a Headguarters. SECRET
and CONFIDENTIAL material to be
transmitted outside a headquarters
will he enclosed in opaque inner and
outer covers. Written material wil
be protected from direct contact with
the inner cover by a cover shect or by
folding inward. The inner cover will
e a sealed wrapper or envelope
plainly marked with the assigned
classifieation and address. When re-
quired, it will contain a reccipt form
which identifies the addressor, the ad-
dreszee, and the contents by unclus-
sified or shart title. The outer cover
will be addressed, return-addressed,
and carefully sealed with no markings
or notations to indicatc the classifi-
cation of its contents, If the outer
cover is not sufficiently opaque 1o
prevent the classification markings on
the Inner cover from hecoming visible,
the inner cover will be wrapped with
sufficient paper to conceal the mark-
ings. Particular care will be exer-
cised, however, to insure that wrapped
or packaged mail matter is sufficiently
secure to prevent damage and possible
exposure of classified information
while in transit.

c. Receipt Within a Headquarters:

(n

Onlv the adidressee or an especialiv
sclected  representaive  speeifically




o

(2)

designated by him will open inner
covers or envelopes marked SECRET
or CONFIDENTIAL. The rececipt
form will be dated, signed by the ad-
dressce or his authorized representa-
tive, and promptly returned to the
sender.

Before & sealed package or envelope
containing SECRET or CONF'IDEN-
TIAL matter is opened, the seals and
wrappers will be carefully inspected
to determine whether there has been
any tampering. If evidence of tam-
pering is noted, the facts will be re-
ported immediately to the dispatching
activity, which will initiate an inves-
tigation.

d. Transmission Within o Headquarters.
Subject to the provisions of a above, the com-
mander of each headquarters will provide for
the sccurity of interoffice transmission of SIi-
CRET and CONFIDENTIAL matter in such
manner as to insure a degree of security equiva-
lent, to {hat outlined for transmission outside a
headquarters.

o. Transmission Outside a Headquariers:

P

aa chorpt?—

Within Continental United Stales.
SECRET and CONFIDENTIAL
matter, except cryptomaterial, will be
transmitted within the continental
United States by one of the following
means (sce paragraph 34 regarding
cryptomaterial) :

(a) United States registered nail, in-
cluding registered air mail.

(b) Railway Ixpress Agency, Inc,
under armed surveillance protec-
{ive service; or by proteeted
comnmercial - alr express  under
hilling which assures the highest
degree of protective handiing.

(¢) Specifically  designated and
¢leared military personnel or ci-

vilian employces.

(d) Specifically designated officials or
couriers of other United States
Government agencies.

(¢) Military aircraft of the United
Qtates, provided that the mate-
rial is entrusted to an officer or
other reliable member of the crew
on such aireraft with instructions
regarding its security and deliv-
erv. (Normally a pilot or co-

Y FEvI I s J5-
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{(f) A designated courler of the
Armed Forees Courier Service for
transmission of registered mate-
rial; and communication matter
incapable of electronic transmis-
sion because of circuit outage,
certified by commanders con-
cerned as official business and
requiring urgency of the highest
priority with respect to trans-
mission.

(2) Outside the Continental United

States. SECRET and CONFIDEN-
TIAL matter, except cryptomaterial
Sce paragraph 34), will be trens-
mitted from points inside the con-
tinental United States to points out-
side the continental United States
and vice versa, and between points
outside the continental United States,
in the same manner as prescribed for
transmission of TOP SECRET mat-
ter (including the Armed Forces
Courier Service only as hereinafter
set forth), or by any of the following
means:

(a) United States Post Office, regis-
tered mail, including registered
air mail, through Army, Navy,
or Air Foree postal facilities, pro-
vided that the material does not
at any time pass out of United
States Government control and
does not pass through a foreign
postal system. (SECRET and
CONTFIDENTIATL matter may,
however, be transinitted between
United States Government and/
or Canadian Government instal-
Iations in the continental United
States. Canada, and Alaska by
United States and Canadian reg-
ictered mail, with registered mall
receipt.)

(b) State Department diplomatic
pouch. The routing certificate
referred to in paragraph 26h(2)
(c) is required. It will be marked
“By Courier” and “Eligible for
transmission as United States reg-
istered mail * * *,” except that
aceompanied diplomatic  pouch
(courier) will be used exclusively
for transmission through or within
neutral countries and any other
foreign country where the mate-
rial would be subject to customs
insmection or other examination

or mspection.
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(¢) Specifically  designated and
cleared noncommaissioned officers,
for transmission within areas of
commands located outside the
continental United States.

(d) Commanders or masters of ves-
sels of United States registry.

(e) Military aircraft of the United
States, as authorized in (1) (e)
above.

(f) A designated courier of the Armed »

Forces Courier Service for trans-
mission of registered material;
and communication matter in-
capable of electronic transmission
because of circuit outage, cer-
tified by commanders concerned
as official business and requiring
urgency of the highest priority
with respect to transmission.

31. Messages:

a. All classified messages to be transmitted
by eleetrical means will be encrypted except
that SECRET and CONFIDENTIAL messages
may be transmitted as permitted in b below, or
over communications circuits which have been
approved for such transmission by a specifically
designated commander or his representative. In
no circumstances will TOP SECRET messages
be transmitted in the clear by electrical means.

b. In combat or combat-related operations,
simulated or actual, upon authorization by the
commander or his authorized representative,
messages of any classification except TOP
SECRET may be transmitted in the elear over
any nonapproved wire circuit or any radio chan-
nel, when time cannot be spared for encrvption
and the information to be transmitted cannot
be acted upon by the ecnemy in time to influence
the situation in question. Such messages will
be marked “SEND IN CLEATR” over the signa-
« ture of the commander or his authorized repre-
sentafive.

32. Special Procedure for Safeguarding
From Disclosure to Foreign Nationals:

a. Whenever originators or recipients of
classified documents determine that information
is contained therein which should be withheld
from foreign nationals, and the anticipated dis-
tribution, transmission, or handling is such that
the documents will be liable to inadvertent dis-
closure to foreign nationals, originators or reecipi-
ents should attach special handling notices to the
documents, or incorporate special instruetions
i oa conspicucus manner thereon as follows:
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SPECIAL HANDLING REQUIRED
NOT RELEASABLE TO FOREIGN
NATIONALS

The information contained in this docu-
ment will not be disclosed to foreign na-
tionals or their representatives.

b. The abbreviation “NOFORN” is author-
ized for insertion in the text of classified messages
to warn addressees that the information con-
tained in the message requires the special han-
dling referred to in a above.

c. All classified documents and messages
addressed to a United States authority stationed
at an allied headquarters or similar office under
international control and staffed with represent-
atives from the United Statcs and one or more
other governments will bear the appropriate
special handling notice, or will include or have
attached thereto specific instructions providing
for the disclosure to foreign nationals of the in-
formation involved when such disclosure is au-
thorized in accordance with paragraph 6d.

d. Documents and messages requiring spe-
cial handling may also contain instructions pro-
viding for the release to foreign nationals of

indicated elements of information, or all of the -

information upon the passage of a named event
or date, when such release is authorized in ac-
cordance with paragraph 6d.

e. In no circumstances will matter not bear-
ing special handling instructions be released or
disclosed to any foreign national without proper
authorization in accordance with policies pre-
geribed Ly the Departmernt of the Air Foree,
(Sce paragraph 6d.) Speoeial handling instruc-
tions will be used solely to indicate to holders
and other handling personnel that the documents
mvolved already have been reviewed by the
oflice of origin or other responsible authority,
and that disclosure to foreign nationals is not
cuthorized.

33. Designation and Jastruction of Cour-
iers and Messengers: '

a. Designation. The sclection and desig-
nation of persons to act as couriers or messengers
for the transmission of classified information in
accordance with the provisions of this Regulation
will be limited to persons known to be reliable
and who can be depended upon to accord the
material involved the proper degree of protection.

b. Instruction. Commanders who direct or
authorize the transmission of classified matter
by individuals will insure that such individuals
are properly instructed concerning its safeguard-
ing and delivery. (For instructions regarding
emercency destruction in transit, see paragraph
Gil2).)
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material:

c. Exemption from U. 8. Customs Inspec-
tion. For instructions concerning the designation
of couricrs and exemption of offieial matter from
U. S. customs inspection, see AFR 205-75.

@ Transmission and Receipt of Crypto-

a. Preparation for Transmission. All classi-
fied cryptomaterial will be double-wrapped.
The inner wrapper will be sealed, addressed to
the attention of the cryptosecurity officer or the
custodian of cryptomaterial, and marked with
the appropriate classification, The outer wrap-
o per will be sealed and addressed but not marked
_ with any classification; it will not indicate the

‘ contents of the package nor the fact that the
&{/ package is for the attention of the cryptosceurity
officer or the custodian of cryptomaterial. A

ﬂ) serial number will be placed on each package or

envelope to facilitate handling, identification,

‘ o "/ and receipting.
‘0 .

b. Receipt System. Packages containing
crvptomaterial will be covered by a receipt sys-
tem during transmission.” The receipt will iden-
tify the package by package number and will
not give any indication of the contents.

c. Means of Transmission:

(1)

(2)

Between points within the continental
United States, SECRET or CONFI-
DENTIAL cryptomaterial will be
transmitted by the Armed Forces
Courier Service, officially designated
and cleared officer couricrs (comimis-
sioned or warrant), or registered mail,
including registered air mail. When
transmitted by registered mail, mail
pouches with special rotary locks will
be used whenever possible.

Transmission of SECRET or CON-
FIDENTIAL cryptomaterial from
points within the continental United
States to points outside the conti-
nental United States and viee versa,
and bhetween points outside the con-
tinental United States will be only
by the Armed Forees Courier Serviee,
officially designated and cleared of-
ficer couriers {(commissioned or war-
rant), or by accompanied (courier)
State Department diplomatic pouch.
(See paragraph 29h(2) (b) and (c).)
The routing certificate will not be
marked “Ehgible for transmission as
United States registered mail ***.”)

(a) The Armed Forces Courier Serv-
ice will be used whenever prac-
ticable except for transmission
through or within neutral coun-
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tries or any other foreign country
where the material would be
subject to customs or other in-
spection or examination.

{b) Officers designated as official
couriers will not be assigned other
duties during the trip and will
deliver the cryptomaterial before
resuming any other duties. They
will be instructed by the trans-
mitting officer in the proper
method of destroying the mate-
rial in an emergency, and advised
that the material must be con-
tinuously guarded until delivered.

(3) Registered cipher machines will be
transmitted only in the custody of an
armed officer guard {commissioned or
warrant) or by accompanied State
Department diplomatic pouch (cour-
ier} regardless of the type of trans-
portation used, and will be handled
in accordance with special instrue-
tions issued by the Department of
the Air Force.

d. Action Upon Receipt of Cryptomaterial:

(1) Inner covers or envelopes will be de-

livered to the addressee unopened.

The cryptosccurity officer or the cus-

todian of eryptomaterial will date and

sign the reccipt fvrm and return it
promptly to the sender.

(2) Packages of registered eryptomaterial
will be opened, checked, and the ma-
terial placed in storage immediately
upon arrival at a headquarters. Be-
fore cach package is opened, it will
be inspected carefully for anyv cvi-
dence of tampering. If any evidence
of tampering is noted, the facts will
be reported immediately to the issuing
office which will initiate an investi-
gation without delay. Pending action
by the investigating authority, the
package will remain in the exact state
as when the evidence of tampering
was discovered, and any handling wiil
be held to the absolute minimum con-
sistent with providing for the safe-

~guarding of the package.

35. Protection of Shipments (Except Cryp-
tomaterial) via Commercial Carriers Within
United States or Its Possessions:

a. Selection of Shipping Method. Disclo-
sure of information pertaining to classified ma-
teriel will be prevented during transportation
within the United States or its possessions by one
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of the following methods of shipment, to be de-
termined by the commander authorizing its move-
ment. Commanders responsible for authorizing
the shipment of classified materiel by one of the
methods set forth below will insure that the con-
signee is notified sufficiently in advance of arrival
of the shipment at its destination so that proper
protection may be accorded the materiel upon
delivery.

b. Protection of Shipments. If size and
quantity permit, classified matericl may be
handled and transmitted in the same manner as
provided in this Regulation for similarly classi-
fied documents. However, in cases where ma-
teriel is of such size or quantity as to create sus-
picion of its character and entail additional se-
curity risk when transported in the same manner
as documents, one of the methods set forth be-
low will be used. wetivable—elasei

1 ; d.

M%Railway Express Service Protected by

Carrier's Guards. SECRET or CONFIDEN-
TIAL shipments may be shipped as set forth be-
low via Railway Express Agency, Incorporated,
after advance arrangements have been made in
accordance with the provisions of AFR 75-2 for
carrier to guard the materiel from the time it
leaves the hands of consignor until delivered to
consignee.  The protective service to be chosen
for SECRET and CONFIDENTIAL shipments
will be the armed surveillance scrvice deseribed
in paragraph 20a(1)(b), AFR 75-2, 23 June

]952;1 ~Lhrdnara—Rail e iwady-Erpress Service PBro-

: . .  TOR.SU .
TR e CONFIDENTPIAY—materiel.  The.

e S
number of guards detailed to proteet the shin-
ment will be a minimum consistent with sccurity
requirements.  Specific instructions relating to
the furnishing of orders to gnards, the issunnee
of additional orders necessary to insure the safety

of the =hipment, and transportation of guards -

are published in paragraph 18, ATR 75-2.

e. s Freight or A Express via Commer-
cial Air Lines Protected by Military Guards. The
provisions of d_ghove vsy']l govern generally,

oot
@I?ail Frewgh¥ Service Protected by AMili-
tary Guards. Classified matcricl may be shipped
by rail freight service under the protection of
military gnards. (Sce paragraph 18, AFR 75-2,
concerning guards for safeguarding shipments.)

g. Ordinary Motor Truck Freight Protected
by Military Guards. The principles of { above
will govern.

h. Water Freight SRervice Protected by Mili-
twry Chads, The principles of paragraph 18,
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AFR 75-2, will govern. When vessels are used
which have arrangements for carrying passen-
gers, transportation requests will be issued.
When vessels are used which do not have ar-
rangements for carrying public passengers, car-
riage free or at a reasonable charge, appropriate
arrangements for meals will be negotiated.

1. Straight or Mized Troop Trains. Classi-
fied materiel accompanying troops will be ade-
quately guarded by organization personnel. (See

also paragraph Eh: AF? 75-2.)
@Guaras.. Gudrds sufficiently armed will be
provided in accordance with paragraph 18, AFR
75-2. When possible, where concealment of the
arm is not necessary, submachine guns, auto-
matic rifles, or rifles should be provided in pref-
erence to pistols.

k. Shipment of CONFIDENTIAL Materiel
Without Guard. Shipments of CONFIDEN-
TIAL materiel may, at the discretion of the ac-
tivity authorizing its movement, be shipped with-
in the United States or its possessions by one

of the follgwing method wi&» t ard:{
.S’ec-( 2- .ﬁré%}%és%;;ir_f elg%xt. vi comm{—

cial air lines, provided that a hand-to-
signature serviee is furnished by

carrier provides ap-
easures to protect
imes, including
(2) Sealed copimercial truck traveling un-
motive power.

(3) Rail freight\open car, provided that

ment are suidgbly locked, and/or
sealed and locked, and/or =ealed to
the car. In addifon, the cquipment
will be protected frgm external view
and Injury from notpal hazards in
shipping.

36. Protection of Shipments Qutside the
United States. Disclosure of information per-
taining to classified materiel will be prevented
during transmission outside the United States
or its possessions by a mcthod of shipment by
which the materiel will be under direct supervi-
sion and control of authorized personnel at all
times, and will not be subject to United States
or foreign customs inspection or other examina-
tion in transit. Special ecare will be exercised
to insure that classified information relating to
the items of materiel or to the shipment will not
be disclosed to unauthorized personnel. Addi-
tional instruetions pertaining to unit movements
and movement of supplies are contained in see-
tion Viil,




